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Price
Waterhouse
sees I-
commerce

growth

Price Waterhouse
predicts a massive
increase in business
conducted via the
Internet. Between
1996 and 1997,
business-to-business
trade doubled every
6 months and this is
accelerating to
double every 3 to 4
months in 1998. By
2002, the value of
goods and services
traded via the
Internet will increase
to $434 billion.’
WWW.pW.com

I-equity

Digital bearer settlement
by Robert Hettin ga

Since the invention of the tele graph,
financial transaction settlement has
had a problem: how do you transact
business at a distance when the sim-
plest way to execute, clear and settle
a transaction is with an exchan ge of
bearer certificates?

Our current system of so-called ‘book-entry’ tra
action settlement was invented in order to handle
problems caused by remote transaction exect
and the subsequent need to physically exchi
bearer certificates for settlement. We now have
means to return to ‘digitally encoded’ bearer set
ment with a three orders of magnitude cost savin

Soon enough, the eralobok-entry settlement, ot
way of representing money as offsetting debits
credits exchanged between the two parties of a t
through a hierarchy of trusted intermediaries, will
over.

| think that the social and economic impact of
new alternative to book-entry settlement, dig
bearer settlement, will be quite large, because, a
root of the status quo’s book-entry transaction pr
cols is the need to involve government and reg
tion at the most intimate levels. Essentially, ‘...¢
then you go to jail’ is the penultimate error-handl
step in a book entry transaction.

In the old days, before telegraphy, most finan
transactions were done by trading bearer certific
or tokens, of one form or another. Exchanging ¢
for a bearer bond would be a good"1€entury
example. Even trading bearer forms of equity \
trivial and instantaneous: the offer, the acceptanc
the offer, and the settlement of the transaction
curred almost all in one operation.

With the advent of telegraphy and eventually t
phony, it was possible to make the offer and ac
the offer at a distance, but settlement had to
until bearer certificates were physically relocat
sometimes over long distances and then exchar
After all, you couldn’t very well send them over
wire.

The solution was to move all the certificates t
central trusted location, called a clearinghouse,
for the trading parties to swap debits and cre
between themselves and the clearinghouse.
pretty apparent that having the certificates physic
locked down in the clearinghouse’s vault becot
superfluous in such a scheme, because what r
matters is the impartial arbitration of the clearit
house in the case of a transaction dispute. All ex
for one thing. If someone lies or reneges on a t
entry transaction, there isn’t much that the other
parties can do except bar them from trading, wh
of course, works in bearer certificates, but not ne
as well in book-entry settlement.

So, we need several things to cope with n
repudiation in book-entry settlement. First, we n
the ability to determine who physically made wl
book-entry so we can find them and send them tc
for fraud if necessary. That's because book en
are inherently unstable, insecure, digits sitting i
database somewhere. Many people in Asia
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familiar with commodities and derivatives traders
who were capable of hiding fraudulent book-entries
for long enough periods of time to bring down their
respective firms, for instance. In cryptography we
call this an authentication problem.

So, besides authentication of the book-entries
themselves, we need to secure the links between
various charts of database accounts, first by authen-
ticating the users of those electronic links, originally
with passwords, then with cryptographic keys and
signatures, and now with some combination of bio-
metrics (finger or retinal prints, say) and digital
signatures. And, second, by actually encrypting the
links themselves so that no one can see what they are
even if they can't change the authenticated data
without someone noticing.

Sorry for the long-winded explanation, but it's
long-winded stuff, as most people who clear trades
on the net for a living will tell you. Anyway, for all
intents and purposes, you now know everything
there is to know about the guts of electronic com-
merce on the Internet. When you punch your credit
card number into a secure web page, pretty much all
of the above happens, plus or minus the retinal scan.

However, all this stuff about moving book-entries
down encrypted pipes on the internet, including the
much-heralded SET protocol for credit cards, is so
much financial ‘shovelware’.

Fortunately, there is much more that can be done
with financial cryptography. There’s a whole string
of cryptographic protocols out there, beginning with
David Chaum’s blind digital signature patent in the
middle 1980’'s. You can actually create unique
digital objects which can’t be forged if you handle
them right (if you only exchange them on-line, for
instance). You can attach any arbitrary financial
value you want to these cryptographically secure
objects as long as everyone else agrees with you,
and, most important, you honor your agreements
concerning their exchangeability into some other
financial instrument. So, | call these objects ‘digital
bearer certificates’, after the paper bearer certificates
of yore, which | claim these crypto-blobs behave
like, more or less.

The fun part comes when you actually start to
trade these things. The first thing you notice is that
they settle instantly. | give you digital cash certifi-
cates, you give me digital bearer bond certificates.
Trade over. Elapsed time, thousandths of a second. |
can turn right around and take that bearer bond and
sell it again, if | want. More to the point, | don'’t
have to wait for my broker work out how to move
my money to your broker through the clearinghouse,
for their banks to arrange to pay each other, all of
which takes days and costs lots of money. The cost
of your on-line Schwab or E-trade transaction could
move from being measured in dollars to somewhere
in the sub-penny range, and probably less over time.

Actually, these aren’t account based protocols at
all. So there ain't no Schwab, or Merrill Lynch, or
Morgan Stanley, required. Well, not completely
true. You still need financial intermediaries, no
matter how small, to ‘rent’ reputation to a given
transaction.

As far as non-repudiation goes, | know that what
you gave me is real because | can test it with the

(Continued on page 15)

April 1998



I-equity

(Continued from page 14) .
issuer. You can do the same thing. It's so trivia
that | equate the act with the physical inspectiom
each of us does, unconsciously or not, when we'rg
handed a piece of cash. If | don't like what | ‘see®
(determined by the calculation of the cyptographi¢
protocol, of course), | don't trade with you. I'd say?
it's much better than detecting fraud after the facts
finding who made the offending book-entry, and
apprehending, trying, and jailing the miscreant]
Frankly, I'd go one further and say book-entrye
settlement is so complicated and unwieldy that thg
only reason we have book-entry settlement now ig
because we couldn’t shove paper down a wire baal
when telegraphy was invented. .

Finally, there’s no real recordkeeping of transace
tion logs with digital bearer settlement. Like a pile.
of cash, you count it up, and that's what you have.
There is no need for seven years of audit trails at up
to six different transacting parties because you donit
have to hunt someone down and send them to jdil
for reneging on a trade before it settles, and more
frequently, to prove you're innocent should you be
suspected of something untoward. You don’t neefl
a lawyer or an accountant to keep you out of jail at
tax time for making the wrong book entry some-
where. :

In fact, you don't care who gave you what money
as long as they’re happy with what you gave them ib
exchange for it. Reputation becomes the most
important thing there is, because damaging some-
one’s reputation is your only recourse in a world
where your digital signature is your only identity.s
The threat of blackballing is in fact a very effective.
fraud deterrent, and once a digital reputation i$§
trashed, it takes time and higher transaction risk
premia to build a new one. To quote J. Pierpoint
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Visa s peeds
Morgan on the subject, ‘1 wouldn't buy anything switch to
from a man with no character if he offered me all thesmart cards
bonds in Christendom.’ Visa International
Once we get to digital bearer bonds, stocks, andlas reorganised its

derivatives thereof, the world starts to change confanagement team in

. h ; N order to speed a
siderably. However, | still claim that reality is not massive migration to
optional. If you reduce the cost of settling a transac<hip-bearing smart
tion to effectively zero (okay, past the last basisfards over the next
point but not zero), then the financial markets areAccgrdmg' 5 a Vi
going to figure out how to use the technology. Notsource the first Java-
only is it cheaper, but by being cheaper, it allows forbased smart cards
smaller and smaller publically held entities. And "Evﬂ'rggft'ﬁi;“g:'r‘%g‘r
automated financial intermediaries. The asset sizegisa’s new Central
of various trades could get much smaller, but, inApproval Authority,
addition, | claim, that because trading of financial &f gmr”'siﬁ"pemed
instruments can happen so quickly, efficiently, andoperaﬁor},' by
by so many self-interested actors, it'll probably bemidyear. It wil
the way money is raised for very large securityprovide vendors
issues and for very large projects. Maybe Intel’s‘évr'g(‘:gss""ppro"a'
inevitable $10 billion chip fab, for instance, will be '
floated into a market ‘swarm’ of financial intermedi-
aries. Microintermediation, instead of disintermedi-
ation, in other words...

Okay. I've now walked you up the edge of the
abyss, and pushed you over the cliff, and, you'll
notice, you didn’t get hurt at all. That's important to
think about, because sometimes being quantitatively
cheaper has qualitative effects, but, for modern soci-
ety at least, the future is no different from the past,
except that we've figured out how to live better. |
expect if we can blow the doors of the cost of
financial services with digital bearer settlement, the

world will be a much better place to live in, indeed.

Robert Hettinga is the CEO of the Shipwright De-
velopment Corporation, in Boston MA
Email: rah@shipwright.com

E-Finance Forum

Thursda y 28th May 1998, 7 pm
London Business School,
Sussex Place,
Regent’s Park
London NW1 4SA

Speaker: Guy Knight, Director, Charles Schwab Europe

Guy Knight joined Charles Schwab Europe (formerly ShareLink), the UK’'s largest
execution-only brokerage, at the beginning of 1996 as Marketing Director, subsequently
becoming Vice President and Head of European Communications. He is an executiye board

member of the company.

He will talk about the Schwab e-trading story, the keys to success in this arena, tour
the site including web trading and discuss the key issues facing finance companies

web.

The talk will last for approximately 45 minutes, followed by questions, discussion
reception with the speaker in the Executive Common Room.

parts of
Ising the

and a

Anyone can attend, but there is a £10 charge.

Please register with Tracey Croft at the

London Business School (tcroft@lbs.ac.uk), Alumni Office, Sussex Place, Regent’s Park,

London NW1 4SA.

The E-Finance Forum is organised by Duncan Goldie-Sdeét dafirtual Finance Repoft

with support from Emma Caseley, Director, LBS Alumni Association (ecaseley@lbs.ar:.uk).
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CitX and
InsurNet

partner

CitX Corporation of
Quakertown, PA,
has announced a
strategic partnership
with startup
InsurNet
Technologies, of
Philadelphia, PA.
The companies have
developed an
Insurance Marketing
and Management
program that
enables banks to sell
insurance services
and products, such
as Auto, Home,
Health, Long-Term-
Care, and Property,
to their customers,
via the platform
called Intrapay.

Going digital

The Geodesic Market
by Robert Hettin ga

This is the first of a series of articles
Duncan Goldie-Scot has commis-
sioned me to write on the future of
financial technolo gy in an age of
ubiquitous internetworks, Moore’s
law, and stron g financial cr yptogra-

phy.

I'm calling this seriesThe Geodesic Markein the
spirit of a ‘popular’ book I've in the works name
oddly enaigh, Beyond Civilization: Life in ¢
Geodesic Society Actually, the core technolog
we're going to talk about is a group of financ
cryptographic protocols | have termed digital be¢
transaction settlement, which is the title of anot
book I'm working on.

When | was a teenager in the 70’s, my best fri
Jeff Blanton and | zealously devoured all of Stev
Brands’ Whole Earth ‘Domebooks’. Back in 197
when capitalism was the farthest thing from
mildly drug-addled minds, who would have thouy
that ‘Bucky’, R Buckminster Fuller, the greate
designer since Leonardo, we thought, had dis
ered not just an easy way for freaks like us to b
cheap housing and squat on someone else’s lan
that he had actually discovered the way that soc
mapped as always

of aristocrats or nation-states. Nation-states will

eventually be as ceremonial as modern-day constitu-
tional monarchs. Like the way physics and philoso-

phy got out from under theology at the end of the

dark ages, economics will no longer be the hand-
maiden of politics in a geodesic market.

The fun part is, it's inevitable. It will come from
the collapse of microprocessor prices, the 50% de-
cline every 18 months that is Moore’s ‘Law’, more
an observation of the human ability to learn than any
physical law. The geodesic market will come from
the ubiquitous geodesic internet those prices create,
and, in a remarkable reversal of history, a re-
emergence of the kinds of transaction settlement
methods thought to be killed by the telegraph, and,
ironically, mainframe batch computing.

A geodesic market will use digital bearer transac-
tion settlement protocols, perfect pseudonymity, and
reputation sanction on ubiquitous public networks,
instead of book-entry settlement, audit trails, and la,
on the closed, private networks that we now have.

Stunning? Outrageous? Preposterous? Before
you click away in disgust, remember we only have
what we use now because it was cheaper than what
we used to use. Hence you and | don't go down to a
bunch of merchants in the City to trade paper cash
for paper shares anymore. | am perfectly serious.
With financial cryptography and digital bearer trans-

to our communi
cation topologied
would look in thg

not too distant ful When I'm working on a problem, | never think about
beauty. I think only how to solve the problem. But whg
have finished, if the solution is not beautiful, | know it igcops.

ture.
Buckminste]
Fuller, for all hig
latter-day ~ at{Wrong.
tempts to solv
global resourc

Too beautiful not to be real

action settlement,
we can do perfectly
safe, rational busi-
ness on the internet
§ iihout lawyers.
Or, for that matter,

In addition to
%ransaction costs
hree orders of
magnitude cheaper

R Buckminster Fulld

allocation by
good old fashioned top-down hierarchical indust
centralism, might not have imagined that the ¢
nomics of semiconductor switching on telephc
networks would eventually create giant, decent
ized, capital markets. Markets so powerful that t
would make the most out-of-control, rapacious 1
century industrial trust look like the most buca
feudal guild. On a feast day. With their feet |
Capital markets operating on a network topol
almost identical to the geodesic structures my fri
and | were all so enamored with back in the day
the Allman Brothers, Levi's Big Bells, and ubiqt
tous low-yield psychochemicals.

Even more ironic, you and | are going to raucot
cheer these new geodesic markets on, as they si
large concentrations of financial information a
capital into fractally smaller and smaller bits, r
crointermediating it all like so much grease in so.
dishwater, in an instantaneous transnational me
for capital. We're going to cheer these new marl
on because they're going to make us so dan
much money.

Economic inevitabilit 'y
These market will operate, finally, under the con
of economics, instead of the confiscatory ‘polici
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than book-entry settlement (yes, past the last basis
point: it's time to pick a new measurement unit), you
will have perfect financial privacy as a happy acci-
dent of the same technology which drastically re-
duces transaction prices. Just like requiring the
privacy-invading physical force of a nation-state in
our very transaction clearing processes was an un-
happy accident of book-entry settlement.

All of this will happen with more non-repudiation
and more asset safety features, including seemingly
impossible things like limited liability and share-
holder voting.

The reason we have database marketing, book-
entry taxes, (like income, capital gains, value added,
and sales taxes), and book-entry regulations, (like,
well, practically all regulation, these days), is be-
cause the book-entries are there.

We need those book-entries in order to prevent
non-repudiation of transactions. And, to enforce
rules against a transaction’s proven repudiation, we
need the police. So, if you don’'t need book-entries,
you can't have that other stuff, including, as Doug
Barnes of C2NET likes to say ‘...and then you go to
jail' as the error handling step in your transactions
protocol.

(Continued on page 15)
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Going digital

(Continued from page 14)

Impossible? If we can do digital bearer transac'
tions, safely and anonymously over the internet fom,
say, 1000 times cheaper than book-entry settlement
what do you think will happen?

LN ]

L]

Digital bearer settlement
As a brief preview, let's take a look at the things
you can do with digital bearer settlement. Nog
surprising, it's everything you can do with book-s
entry settlement, and more. .

Consumer Debtinstead of using a credit card,
imagine issuing personal bearer bonds. Whole
bond issues, actually. Microintermediated, by, you
guessed it, a syndicate of micro-underwriters, living
in the ubiquitous internet, all of whom, like under-2
writers always do, intermediate the market’s loan of
money to you based upon your reputation for repa)z
ment.

Digital Cash: Since most people pay off their «
credit card purchases within a month after purchasg,
you will be relieved to know that instead of having?
to hassle with a credit card bill just to cover yours
normal monthly purchases, and the lack of privacy
which goes with it, you will be able to use digital?
bearer cash, which will be as safe to use as checks
or a credit cards are now, all without interest, or a.t
least annual fees.

The main reason you'll use digital bearer cash |s'
however, that eventually there’ll be no float on your-
checks or even your credit cards. Notice how deblt

cards are cheaper already to use than credit cargs,
and that merchants are starting to see the advantages

of getting their money without chargebacks hanglné
over their head.

This is so fundamental a process that it should be
a law of finance or something: the closer an elec
tronic book-entry transaction system gets to instarf-
taneous, the more digital bearer settlement becomes
financially necessary. As a friend at a large IT.
consultancy in Cambridge (Massachusetts) likes th
say, ‘Real-time gross settlement is digital bearer
settlement.’

Capital Markets:Instead of purchasing a stock‘
through a broker with limited, hierarchical, almost°
oligopolistic access to the capital markets, you'll be
able buy your digital bearer bonds or shares i
public, or at least privately, using public networkse
The internet is the equivalent of the old buttonwood
tree on Wall Street, as | once wroteWired 1
show up on the net with cash, you show up with
your bearer shares, we exchange the two, and the
trade is over. Execution, clearing and settlement
all in one step. Anonymously, because it's cheapef.
That's the beauty of digital bearer settlement. You
can do this for any financial instrument, debt, eqa
uity, or derivative.

Internet Resource AllocatiorAlso, there are the e
things you can do with digital bearer settlement that
you just can't do any other way. It's easy to;
imagine very small packets of digital bearer cash
‘buying’ a message across the internet, with each
router buying packet switching low, and selling it;
high. Look, Ma, no human hands: No ‘peering’®
arrangements, probably no network ‘engineeringe
either, in the long run, as the internet becomes, likg
any free market, a complex self-adaptive system. ¢
joke about ‘picomoney as processor food'.
‘Micromoney mitochondria’. Auction markets for o
bandwidth, certainly. Maybe for the guts of the?
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Sumitomo
machine itself, memory and processing time. AllBank to use
you need is Moore’s Law, fast enough processors]28-bit
and, of course, digital bearer financial cryptographySumitomo Bank
protocols. plans to adopt 128-

Utilities: But, wait, it gets worse. You can pay for 2.';;';33%:",{;
electricity, in cash, as you use it, down, of coursejnteret banking
the same wire you got the electricity from. You cansystem, which is
heduled for launch

pay for roads as you use them, perhaps every feW jine.
hundred yards or at every intersection. Like you camrhe bank plans to
on the internet, you can pick the cheapest or fastegrocure an
route to your destination. So much for ‘public’ authentication

. . ystem that uses
roads. Just about everything you think of as &2g-bit encryption
‘public service’, or a ‘natural monopoly’ may be from VeriSign Japan
reduced some day to a continuous cash-settled ele r*fntgfedgfglmese
tronic auction between competing parties. Moore’Syerisign.
law creates diseconomies of scale and geodesy. H$umitomo is the first
erarchy and economies of scale are a function oi’nag?”fsﬁg'”anc'a'
expensive (human) information switching. :mspﬂ;n:ce’m e

Geodesic Warfare?Even force can be auctioned encryption.

off and sold, same as it ever was, only this time to
the highest microbidder. Imagine your land covered
with semiautonomous landmines, keyed to your digi-
tal signature, which only go off when you tell them
to. No, don't imagine them taking bribes to change
sides. It's real. Someone at the US Army War
College wrote a paper on just such a scenario four
years ago. Of course, whether we’ll need state-
funded armies in a world where force has been
disintermediated to such an extent or where taxes
might be ‘optional’ is an entertaining proposition.

Price deflation

So, who knows what the future’s really going to look
like. | may almost have my videophone now, but |
have yet to see a (useable!) flying car, for instance.
However, there’s one thing we can be certain of.
Information and knowledge will be developed and
sold in much cheaper and smaller bits than we do it
now. The prices for industrial goods will fall in a
geodesic economy just like agricultural goods and
raw materials did in the industrial economy.

Just how far it goes is limited by Moore’'s Law.
Moore's Law also enables the ubiquitous use of
cryptographic financial protocols, like Chaum’s
original blind signature algorithm for digital bearer
certificates, or the one for Rivest’'s MicroMint mi-
cropayment protocol.

This series of articles is about how those markets,
well capital markets, will come to be, how they will
operate, and what actors will probably succeed in
those markets.

Next month I'll discuss geodesic networks and
why | think they create geodesic social institutions
like geodesic markets, how trade and money, how
human society itself looks when viewed historically
through the lens of their communications architec-
tures. Then, I'm going to talk in laymen’s terms
about the financial cryptography underpinning digi-
tal bearer transaction settlement, and then survey
some of the different kinds of digital bearer settle-
ment protocols on the market and in the labs at the
moment.

After that, I'm going to apply these different pro-
tocols to different pieces of the capital markets we
now have, and show you what the world looks like in
a geodesic market for capital.

Robert Hettinga is the CEO of the Shipwright De-

velopment Corporation, in Boston MA
Email: rah @shipwright.com
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Net bankin g
services for
Japan

Bank of Tokyo-
Mitsubishi (BTM) is
to introduce a new
internet banking
service for private
clients in
collaboration with
Microsoft. A BTM
spokesman said the
bank will use
software based on
the Microsoft
Money personal
financial
management product
to enable clients to
make financial
transactions and
access financial
information through
the internet.
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Digital securities

How to underwrite a di gital bearer securit y
by Robert Hettin ga

In this second instalment of the

Geodesic Market, I'm going to show
how to underwrite di gital bearer se-
curities, usin g cash as an exam ple.

The business model I'm using should be familiar
anyone who's been in the securities business for
more than 20 years, and especially to anyone wh{’s
studied financial history. There’s no surprise if
that. We have 5,000 years of experience with
bearer transactions. There’s nothing new, except
the cryptographic protocol, to worry about, ang
we're not going to talk about cryptography here m
any detail.

Another nice thing about this model as applied l'o
cash is that it will be possible for people to conveit
their money to digital cash in and out of their ow]
bank accounts, just like they can for paper cash.
The underwriter, as | call the issuer of digital cash,
becomes the internet equivalent of a third-parly
ATM machine, something everyone’s familiar withs

Because of this modular plug-and-play approach,
it's pretty simple to obey all the rules we currently
have about handling cash, while dramatically redue-
ing the cost of cash transactions in the process.

So, let's get started with a look at the players m
this market.

Consumers and merchants
A consumer is someone who buys a piece of digital
cash from a financial intermediary, an underwrites,
in exchange for some other kind of money, a chanpe
in a bank account balance in this case, in ordersto
effect a transaction on the net.

A merchant is someone who accepts a dlgltal
bearer certificate in payment for something else. «

Of course, | hate the use of the words consumier
and merchant because they don’t describe geodgsic
peer-to-peer transactions very well, but the bankiag
world understands them perfectly, like they do ui}-
derwriter or trustee or custodian, so | use them here.

Underwriter
The underwriter issues digital bearer certn‘lcates
and is fiduciarily responsible for exchanging them
into other forms of money, again a bank accouit
balance change, held by a custodian in a resefve
account.
collateralising an issue of d|g|tal cash could be
some other digital bearer asset. M

The second most important thing an underwriter
does is to verify, at every transaction, that a givén
digital bearer cash certificate hasn't been doubje
spent, copied by someone and spent twice. After
that, the underwriter issues a brand new signatule-
blinded certificate to the person accepting the cagh
in payment. If the exchange fails at any point, so
does the transaction, and the person offering the
cash is prevented from double spending it, thus
preventing repudiation of the transaction at exec-
tion time. Cheques, credit cards, or any book-engy
transaction can't offer that security. Even with
on-line validation for fraud, the merchant is still ai
risk of stopped checks or chargebacks

Finally, the most important thing an underwrlter

12

does is to market its certificates to the world.
Which, if you look at an underwriter in the capital
markets, is exactly what they do for both primary
and secondary transactions, and that’s why | use the
label here.

The original DigiCash ecash mint at Mark Twain
Bank was a used 486 machine, just to give you an
example of the hardware cost of being an under-
writer. Eventually underwriting may be automated
to the point of processor husbandry in the same way
that one tends a web or router farm today, but it
should always be done by a separate financial entity
other than the trustee.

Trustee/custodian

A trustee, or custodian, holds the money reserving
an issue of digital cash, on behalf of the cash
certificate holders, in a bank account, though some-
day the reserve assets could be held in bearer form
under the trustee’s control. Like bond trustees or
mutual fund custodians, the trustee operates accord-
ing to an agreement, like a bond debenture, between
the underwriter and the certificate holders. This
agreement could specify fees and, most important in
the early adoption process, reserve ratios.

So, while the underwriter is the direct financial
intermediary, and keeps the interest which accrues
on the reserve account, the trustee risks their reputa-
tion by holding the reserves, is compensated for it,
and controls that risk by making sure that the re-
serve agreement is adhered to.

Put simply, there is no way to to get exchange-
ability of digital bearer securities into book-entry
assets without a genuine, fully regulated trustee/
custodial bank, which, in my opinion, is why we
don't have internet digital bearer settlement today.

The holders of the blind signature patent, and
other protocol inventors, have a hard time under-
standing this. DigiCash, as the canonical example,
will only license their patent to a single bank in a
single country, and not to any one else, forcing the
trustee and underwriter to be the same entity, creat-
ing a very brittle and not very robust network of
financial entities. The result has been market fail-
ure, for the most part. Having a competitive, many-
to-many, underwriter/trustee market system fixes
that problem completely, as we’'ll see in a bit.

Someday, of course, the reserve asgets Inventors and develo pers

For all intents and purposes, the consumer, mer-
chant, underwriter and trustee are really all the
financial entities necessary in a market for a digital
bearer instrument.

There are other entities required to make this
work, of course. There are developers of the soft-
ware for that market and, most important, the inven-
tors of the financial cryptography protocols, like
David Chaum, Mark Manasse, Stephan Brands,
Ron Rivest or lan Goldberg.

Developers can either sell their software directly
to customers or merchants, or they can sell servers
to the underwriters and the underwriters can give
away clients to their users.

Inventors can license their protocol to the market
as a whole through the trustee. This way, trustees
can take royalties out of a percentage of the under-
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Digital securities

writers’ interest earnings on the reserve account;
or from the fees charged when some other asset
is converted into the bearer instrument in ques-
tion, or some combination of both. .

With book-entry or bearer-collateralised ¢
trustees, this rewards innovation cheaply and.
easily. You don't even need patents to do it.]
Even with bearer-collateralised trustees, the in-s
ventor of the protocol still gets paid, no matter «
who or where he is. This, among other things, is?
part of the judge role | was talking about above.e
The trustee, who's in business to be fair ands
impartial, loses reputation capital otherwise. :
A market for di gital cash .

The consumer buys, from a software devel-o
oper, or is given, by an underwriter, a wallet: a s
client application which allows the storage and .
disbursement of digital bearer certificates. Wal-;
lets will probably be specific to the cash-protocol ¢
used, and not to the underwriter using the proto-
col. .

With a wallet installed, maybe as a browser
plug-in, the consumer goes to the underwriter'se
secure web page. The consumer enters, either by
swiping a card or emitting stored information on ¢
her hard drive, the account and PIN number fors
her bank account just like she would at an ATM.
The consumer’s account information is probably e
blinded, so that not even the underwriter, or evert
the trustee, sees it as it goes through the trustep
and onto the ATM network for authorisation. .

The consumer’s bank sends an authorisatior
message back to the trustee, who notifies the
underwriter of the reserve account change, who
in turn disburses digital cash certificates to the:
customer in the amount of her request. With thes
exception of the issuance of digital bearer cash
instead of paper cash, this is roughly what hap-;
pens with a private ATM machine. .

This is all done for whatever fee the under- .
writer charges, in the same way traveller's
checks are sold at a premium at the time of sales
or that a foreign ATM machine charges for non-
customer transactions. In fact, redeeming it off?
the net at par like a traveller's cheque, ande
exchanging it free for other digital bearer cash.
online is probably fundamental for merchant ac-¢
ceptance.

Purchases on the net
The consumer then uses the new cash to bu
something from a merchant on the net. In theory,
a merchant could do offline transactions, without ;
involving a direct exchange and replacement ofe
certificates from the underwriter, but they're .
ridiculously insecure from the standpoint of dou-
ble spending. .
This exchange of certificates, this printing of «
new certificates at the time of each transaction, is
still orders of magnitude cheaper than book-entrye
payment methods, and, since it's blinded bye
cryptographic protocol, the transaction retains its?
bearer quality. That is, the asset changes hands
anonymously (on the net at least), it exists in onlys
one place at one time, and the only proof re-¢
quired for non-repudiation is the certificate itself. o
Just like dollar bills, only three orders of magni- «
tude cheaper than an internet debit or a credit
card transaction. .
With the transaction over, the merchant can;

EEEEE)
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_ . _ ~ Legal and
instantly spend his newly minted cash certificateGeneral
somewhere else, this time for free, because thenortgage
longer it stays on the net, the more interest it earns iplan
the underwriter’s reserve account, all at minimal costLegal & General's
to the underwriter. f';fSt '.”tefgft't.’gsed
Or, the merchant can turn around and redeem thgia o e
Ll ) . gage
certificate at par through the underwriter, who in interPlan, has
turn has the trustee clear the money through thettgacted around
ATM system to the merchant's bank in the exactg?’/"of its customer
. ase since its launch
reverse of the process which got the money onto thg, November 1997
net in the first place. according to Neeta
Notice, for the first time, it is technically possible Patel, head O(fj_the
to use the ATM system for a cash deposit from a7 Es Teca
. . . . Figures from
foreign bank, in this case, from the trustee, on behalf& show that
of the underwriter, to the merchant’s bank accountFlexible Reserve
Finally, notice that, since the wallets will probably C#Stonl‘.ers EUS Ul
be free, anyone can get paid in cash over the iNtely erane thice {es.
€ , any getp average three times a
net. They only need a bank account to put money ofnonth to increase
the net or take it off, important in the early stages,monthly payments

but not nearly so as time goes on. el RS MOTEE
www.LandG.com

Observations on this market model

It should be obvious by now that we're looking at a
classic case of Metcalfe's Law. The more entities
there are in this market's network the more robust
and valuable it is.

The model gives us a many-to-many universe of
interdependent underwriters, trustees, software de-
velopers and protocols, all in competition with their
peers to offer the best price, collateral, reputation,
quality of execution, and so on. The idea is to create
a ubiquitous geodesic capital market composed of
efficient, instantaneously cash-settled auctions of
fungible, non-branded, risk-graded, digital bearer
financial instruments.

The other thing the model creates is something |
call microintermediation. Because of the informa-
tion processing diseconomies of scale in Moore’s
law, we have lots of small, automated financial
intermediaries, each one operating directly between
a given buyer and seller. This, | believe, is the
logical outcome of financial disintermediation,
which, until now, has been about removing multiple
intermediaries between a buyer and seller. As we're
starting to see in the internet search engine market,
we’ll start to see a speciation of financial intermedi-
aries, by financial instrument, risk, etcetera, all
brought about by Moore’s law. After all, no single
processor in a geodesic network can handle all the
traffic.

Note also that everyone who puts money on to the
net or takes it off is identified to the complete
satisfaction of government regulators everywhere.
Digital bearer cash is treated just like physical cash
in the eyes of regulators, and is subject to the same
regulations. There is no functional difference be-
tween a digital cash underwriter and an ATM ma-
chine. And, yet, on the net itself, transactions are
perfectly anonymous.

This is the ultimate paradox of digital bearer set-
tlement. The transaction protocols are so strong
cryptographically that you don't need identity to
keep your trades from breaking. More to the point,
you don’'t even need biometric identity to prevent
fraud. A digital signature is persistent enough to
actually attach a reputation to.

We'll talk more about this, and about digital
bearer bonds, next month.

Robert Hettinga is the CEO of the Shipwright De-
velopment Corporation, in Boston MA
Email: rah@shipwright.com
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‘All the bonds in Christendom

If you read the last instalment of The
Geodesic Market, you now know
how to put digital bearer cash on to
the net. Of course, you can putevery
type of financial instrument into di  gi-
tal bearer form, and this month we're
going to look at debt, which is the
simplest extension of the cash
model | showed you last time.

® 0 0 0000000000000 000

Of course, to issue debt, the borrower (or any other

market actor, of course, except secondary buyers dnc

sellers) needs a good reputation, and we're going'to
talk about that first.

With much fanfare, | now trot out my favourlte.
quote from J Pierpoint Morgan, the last majqr
denizen of the bearer-settled financial universe.

At the time he uttered this pearl of financial wiss

dom, Morgan was more or less on his deathbed, gnd

was literally hauled in front of the US Congress to
testify before he died. .

So, imagine yourself there, in a congressiongl
committee-room in 1913, (one year after 1912, the
year libertarian columnist Vin Suprynowicz says was
the high water mark in American liberty) and therg
you are, looking at the only man in history to refilf
Fort Knox with the proceeds of a typically-

oversubscribed European bond issue on the strengtt
of his signature alone, after this very same Congress

had spent that treasury empty in the first place. «
A man who single-handedly stopped several babk
panics, one of them by while playing solitaire in ong
room of the Morgan Library, with a roomful of banle
presidents arguing in the room across the hall, shiit-
tling occasional proposals to him for his hoped-fgr
approval over the course of a few days, all wh|l-e
Walll Street held its breath. .
A very old man, now. An old man, being coms

manded, upon contempt of the best Congress monmey

could ever buy before or since, to tell them the
ultimate secret of banking. The most important th|rIg
a banker had to have to succeed.

Is it the right, um, ‘family background?’ they seem
to ask this paradigm of New England WASPiness.
The right school tie? Never mind that Morgan was
tutored for the most part. The right secret society
membership? Of course, Morgan wasn't much of;a
joiner, except that he ran the board of trustees of hls
church, and that of the Metropolitan Museum of Ari,
like he did the rest of his enterprises, with an irgn

fist. N
Morgan just scowls at them. His answer is vesy
simple: .
‘Character.’ .

Our would-be congressional inquisitor was proba-
bly dumbstruck. He was surely some loutish turn-af-
the-twentieth-century urban machine politician, gr
maybe a rural silver-shoes-on-yellow-goldbrick-road
bimetal free-silver populist in extreme Dorothy.
Gone-to-Oz Mode.

Whatever he was, he was almost certainly hopmg
for a financial conspiracy story of Bilderburg propors
tions to put into the next day’s muckraking headliney.

L]
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Intuit to give
software to poor
Intuit, the maker of
Quicken and
TurboTax, is
establishing the
Quicken Tax

; ) Freedom Project, a
And, | bet, this modern Torquemada couldn’t be- ;oram to donate

lieve his ears. web-based online

‘Character?’, he sputters. Like he'd never heardééllécig:gggrg?gﬁnd
the word before. to lower income ’

Morgan puffs himself up to his full 5-foot-rotund- families and
something, gives the man one of those famous withindividuals.
ering glares over a rosacea-mangled nose.

‘Sir, | wouldn't buy anything from a man with no
character if he offered me all the bonds in Christen-
dom.’

Parsing that language to account for, um, ‘late
nineteenth-century Episcopalian sexism’, we get as
clear a definition of the enforcement power of repu-
tation as has ever been stated this side of ‘Caveat
Emptor'.

In other words, if you lie, | don’t do business with
you again. Ever.

And, in the world Morgan found himself in, that
kind of financial shunning was pretty much all any-
one really could do.

It was really ever thus, throughout the history of
money, much less finance. Sure, you could go to
your friendly local force monopoly, be they monar-
chical, tyrannical, empirical (in the manner of
Napoleon, not Hume), or oligarchal (or, even, demo-
cratic, on extremely rare occasions), and you could
try to get them to beat up someone who ripped you
off. But, usually, that was way too much work. Said
regional force monopoly had to actually find this
person, and then apprehend, try and convict him,
and, frankly, more likely than not, he's changed his
name and venue and spent the cash you paid him for
those bogus bearer bonds you're now holding, and,
well, so sorry, sir, but them'’s the breaks.

And so, to sanitise and paraphrase the immortal
Bluto Blutarski of ‘Animal House' fame, it was
actually you who screwed up: you trusted this brig-
and to begin with. You believed he had character, a
good reputation, in other words, and it turned out
that he didn't, at all.

This was true up to and including J Pierpoint
Morgan's day, where, although you could use a
telegraph to execute a trade on the New York Stock
Exchange floor, you still had to bring in actual paper
and swap it for some other actual paper to clear and
settle the trade.

Yet, oddly enagh, reputation sanction, plain old
fashioned shunning, worked just fine for over 5,000
years. Marvellously well, in fact.

Though, we now know what happened to J Pier-
point Morgan’s tidy little financial universe of men
with good character. Tabulators and comptometers
begat computers, and, next thing we know, we're all
using wires and computers to move accounting en-
tries around, my debits for your credits, and bang,
financial transactions execute, clear and settle more
or less electronically, modulo a tape swap and a
batch job or two.

And, now, all | need to buy something over the
internet is to give you a credit card account to take
the money out of, and, maybe, but not necessarily, a
cryptographic authentication (obviously, | hate the
current misuse of ‘signature’, much less ‘certificate’)
to prove that it was | who told you where the account

(Continued on page 12)

gital Bearer Bonds
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Intuit expands card
insurance
Intuit’s personal

insurance web site,

Quickenlnsure
Market, has signed
an agreement with
AutoConnect, a
second-hand car
service, to provide
real-time car
insurance quotes,
policies and
information to
shoppers.

Geodesic Market

(Continued from page 11)
with the money in it was. :

Yet, there’'s a little problem with book entrye
settlement and clearing, and it involves that force
monopoly | was talking about.

When we have to make copies of our transactlorrs
and give them to a ‘trusted’ third party to keep us
from lying to each other, that's pretty awful, and nqt
only from the standpoint of simple privacy. .

More important, there’s something particularly
insidious to freedom itself about just shoving
around debits and credits, instead of physical ob-
jects, or, now, digital objects, when you pay for
things or convert one asset into another.

With book entry settlement, you have to keep-a
virtually perpetual audit trail, so that on a
‘syntactic’ level, you can prove the trade happenéd
some indeterminant date in the future, and so you
can prevent the other party from denying (that
famous legal double-negative, ‘non-repudiation?)
the trade ever took place. And, once you've done
that, it's real easy to use those records to call a cop
and send that person to jail. Actually, you're forced
to, for any of a number of reasons, not the legst
because the clearing/settlement lag is such that
someone might have absconded before you knew
what happened to your money, and giving the clegr-
ing house physical enforcement capabilities in
meatspace would make cause undue competitive
pressure on the sovereign’s monopoly on force.

Now you can see why book-entry transaction
settlement requires very strict biometric identificar
tion for anyone who changes the book-entries thefn-
selves, or even those who order book-entries to pe
changed. Everyone else (us customers, in other
words) must deposit in advance of any significadt
financial activity, as sort of hostage capital to WhaI
ever transactions we execute.

Everyone under the jurisdiction of the SEC ha.s
their fingerprints on file, for a reason, not to mert-
tion their current name and address. Enough infar-
mation to drive a totalitarian tyranny through
frankly.

And, so, the real reason governments have grown
to control such an increasingly huge part of our
lives, throughbook-entry taxes (sales, VAT, capital
gains, income) and regulation (think of a regulatlo'n
which doesn’t eventually rely on transaction audit
trails), is because, we require government interveh-
tion in our economic processes, our very transac-
tions themselves, or those selfsame transactions
wouldn't occur at all. Book-entry settlement angl
the ad baculum argument at the core of the very idea
of the modern industrial nation-state are intimate
related. A tax on income is easy to enforce becaldse
you need force to make the income transactiohs
execute to begin with. One hand washes the other.
Pay packets with paper cash cost too much do
handle when you can just issue cheques for people
to deposit into mainframe-enabled chequing ae-
counts.

Seen from a network perspective, a book- entry
transaction is about shoving a very insecure piecesof
data, a positive or negative integer, a debit or credit,
down a very secure pipe. And, to get access to that
pipe, you have to be physically, um, obtainable, to
law enforcement at any point in time before, durrng,
and after the fact, should you lie about it.

With digital bearer settlement, we have turned
that last paragraph completely on its head. Wrth-
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blind signature cryptographic protocol, for instance,
we can send a secure transaction, a strongly en-
crypted and cryptographically authenticated token
(a digital bearer certificate, if you will), down an
insecure pipe, the internet, in other words, and with
the right software, that’s the end of the transaction.

We don't need biometrically authenticated access
control to a proprietary secure network in order to
shove an inherently insecure book entry back and
forth out of someone’s database of transactions and,
by extension, their chart of accounts. We actually
don’'t need to keep audit trails at all anymore, much
less for years at at time, and, more dramatically, we
don’t even need cops to hunt down miscreants who
‘break’ our trades, either in execution, settlement,
or clearing.

Instead, with a simple exchange of digital bearer
certificates, we can execute, clear, and settle the
transaction all at once, and the cryptographic finan-
cial protocol, executed in software, simply won't
operate unless all conditions are met for the transac-
tion to occur.

Which, oddly enagh, is exactly the way a physi-
cal bearer certificate works: | show up with my
cash, you show up with your paper bonds, we agree
on a price, we inspect and swap our various pieces
of paper, and we walk away. | know the bonds are
good by inspecting them, you know the cash is good
by inspecting that, and, frankly, we don’t care who
each other is. Ever.

Now, with digital bearer certificates, we can do
exactly the same thing on the net. That ‘inspection’
step now occurs when we test and redeem our cash
or bond certificates with their issuers online, and, if
the certificates can't be redeemed, the trade can't
even execute.

It stops before it starts. Nobody gets burned,
frankly, except the criminals who want to double
spend the certificates. The only people who even
need a reputation in the transaction itself are the
issuers of the respective digital bearer certificates
involved, and not the buyers and sellers of those
certificates in the secondary markets.

And, of course, that ‘reputation’ we're talking
about here is the past behaviour, on the net, of a
public-private keypair used in the authentication
and issuance of a given digital bearer certificate. Or
in the sale of anything else, for that matter. Just by
using the public key and the signature on the certifi-
cate, anyone in the market can validate that the
certificate was issued by the entity issuing or under-
writing it. And, in the course of a transaction, as we
said, the issuer itself can validate the ‘semantic’ part
of the transaction, that the certificate is in fact
uniqgue and exchangeable at no cost for another
unique set of bits representing the same value.

So, a digital bearer certificate is authenticated by
the issuer of that certificate, in the same way that the
intaglio printing, special paper, serial numbers and
signatures on a given paper bearer bond make it
unique and non-replicable.

That makes not only for a more secure, and
completely private, transaction, but it also makes
for a radically cheaper transaction, which is really
the whole point. As we all know by now, the reason
we have book-entry settlement to begin with is
because it's radically cheaper than the physical
delivery of paper bearer certificates, not so the
government, or anyone else, can surveil us in our
very grocery purchases.
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On the net, we talk about accumulating and;
quantifying reputation in some imaginary future $
denomination and we call that stuff ‘reputation
capital’. Which immediately leads to the cypher- ¢
punk inside-joke about permanent shunning be-
ing ‘reputation capital punishment’. And, actu-
ally, that's pretty understandable. Instead of.
going off to San Francisco in the 1850’s to ?
change your name and venue after screwing ups
you just delete your private/public key pair, and «
start a new reputation over from scratch. In a;
bearer settled world, of course, it happened alls
the time. .

| expect, like corporations today, reputations ;
will be sold, and the variance between the market
value of the assets controlled by that reputations
and the market value of the reputation itself will §
be our imaginary reputation ‘capital’, something ¢
we call ‘goodwill’ today.

Now, to quote Bill Coshy, ‘I told you that story
to tell you this one.’ :
With digital bearer settlement, and the sanctione
of reputation against public keys which have bads
character, as Morgan called it (reputation, to you
and me) it is now possible to create digital bearer
bonds. .
Actually, last time, in my underwriting model |
for digital cash, | cheated. When you think abouts
it, a bank note, cash in other words, is an in-.
stantly callable, perpetually issued bond which;
pays no interest. It represents a claim, in the olck
days, at least, on some principal amount of as
given debt, and not its interest, redeemable upor}
demand in the asset the note is reserved againgt
and denominated in. .
So, to issue a digital bearer bond with a simples
coupon, you just issue a digital bearer certificate?
for the principal amount, redeemable at the ence
of the life of the bond, and you bundle a bunch of?
coupons with that certificate for the redemption ¢
of principal, one for each interest period, ande
redeemable at the end of that interest period, and
sell them all together as a unit. :

To do a zero-coupon bond, simply issue ae
certificate payable at expiration and sell it for the +
net present value of that amount given some;
fixed interest rate. :

Strips are just that. Strip the coupon certifi- «
cates from the principal one and sell them all as;
individual certificates with their own prices. No- ¢
tice that we bump into the old fixed income «
analysis chestnut about a bond being a series df
options on cash flow, which, of course, I'll muck ¢
around with a bit more, when we get to deriva- «
tives. .
Convertible bonds should be redeemable eithet
in cash or stock. Bearer stock, of course, whiche
we’ll talk about next time. .

Money market instruments, for the most part,
are just bonds with extremely short lifespans. ¢

It's even conceivable to have microbonds, is-«
sued by individuals. After all, the size of an |
individual underwriter, and the resulting syndi- ¢
cates of underwriters, to boot, is probably com-.
pletely driven by Moore’s law. | joked in Wired |
a few years ago about a syndicate of microbonct
‘bots’ loaning me the money for lunch, payable «
at the end of the month. .

If you can have microbonds, macrobonds are?
also possible. | expect that digital bearer settlea.

o000
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Ecommerce to
ment will be a universal phenomenon, just like book-boom in India
entry settlement is today. E(')en‘]?g]%rr"cce o india
Secured bonds, like equipment mortgage bondsyiy cimb sharply to
can use various trusted entities to validate the wortl$160 million by
of the assets securing the bond, just like a trusteéﬁ'en?arbfog% féom
custodian does for a bond or cash issue. ot i e

And, of course, you can add all kinds of call market research firm
provisions, redemption exclusions, and anything elségtematlonal Daéa
you can think of, to a digital bearer bond, only this £orporation said.

. ; o Our research shows
time, you're writing software, and not law, as the old {hat electronic
cypherpunk mantra goes. commerce in India is

Finally, any of the above bonds will be rated, just'adgﬁ]'gsbsee};"gﬁg

like bonds are today, yielding the same market Wéﬂonsume,s’ v
have now, with fungible graded commodities, in businessto _
perfect competition, only, now the velocity of those business,’ said Ravi
markets can be greatly accelerated. After all, yoypan9al president of

. g : y R » YOUDC India. He was
are executing, settling, and clearing, instantly, antspeaking at India
for cash. Internet World ‘98, a

Notice several things here. First, the language of;n“(;'g%gi%gﬁrence

bearer settlement completely underlays our very dis-
cussion of bonds even today. The word ‘coupon’, for
interest, ‘holding’ a bond, all of that. Digital bearer
settlement makes it that more relevant. Back to the
future, and all that. It says to me that we're not
going to have too much conceptual trouble thinking
about a world of digital bearer settlement, which is
one of the principal attractions, besides reducing
transaction cost by three orders of magnitude, of
course.

Second, and probably more important, by creating
actual digital financial objects, objects which make
electrons behave in certain ways online, just like the
mouseprint covering those huge paper bearer bonds
of yore caused lawyers and judges to behave in
certain ways in meatspace, you have freed finance
from a huge chunk of legal cycle-time itself, and you
get a genuine financial ecology on the net, on top of
that geodesic economy | talk so much about. In fact,
most of the time it seems to me that they're part of
the same thing. The geodesic network being the
substrate upon which this bestiary of financial enti-
ties and objects are born, live, and die. It gets worse
when | talk about the idea of ‘micromoney mito-
chondria’ at the end of this series, but I'll soften you
up a bit before we get that far out over the edge of
the cliff, into cartoon physics, as it were.

Anyway, in this new financial ecosystem, financial
theory and practice become one and the same thing,
the behaviour of financial software and digital bearer
objects on a ubiquitous global internetwork. It may
be that, after years of using mathematics and physi-
cal analogs to describe financial economics, the
ultimate anathema to mathematical finance will oc-
cur, and finance will become an observational sci-
ence again.

Frankly, | think we're looking at some combina-
tion of the two, where mathematical finance will
propose, and the genetic behaviour of the market
will dispose. Which, when you think about it, is
exactly what happens today.

Back to the future, and all that.

Next month, we’'ll talk about digital bearer stock,
and, implicit in that, how to achieve limited liability
in ‘cypherspace’.

Robert Hettinga is the CEO of Philodox, in Boston

MA
Email: rah@philodox.com
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Russell's Reven ge: Digital Bearer E quity
by Robert Hettin ga

Since law attem pts to be as lo gi-
cal as possible, and software is
nothin g but mathematics, I'm
about to show you how to turn
common law, or some of it, an y-
way, into software. We're going to
do it all, of course, b y talking
about di gital bearer e quity.

® 000 0000000000000 00

One of my favourite people in philosophical
history is Bertrand Russell. Most people familiar ¢
with the history of computational logic know that ¢
not only did Russell discover a paradox thate
eventually undermined the foundations of logic «
when Goedel solved it a few decades later, thag
consistent systems could never be complete anel
complete systems could never be consistent, bu}
also that Russell and his partner Alfred North ¢
Whitehead quite literally broke their brains prov-
ing, logically, that 1+1 was 2 using symbolic
logic alone, unifying maths and logic for the first
time.

The idea of joint control of an enterprise is ase«
old as western civilisation. Before the time of |
the Greeks, hierarchy and property rights had-
gotten so evolved that everyone belonged toe
someone else. Ministers of the pharaohs used td
routinely sign their correspondence to their supe-;
riors, ‘Your Slave'. Hydraulic monopoly has a «
weird effect on people that way. Certainly the ;
Chinese, Brahmins, and, to a lesser degree, thge
Mesopotamians, refined hierarchical I|fet|me .
control of their subjects to a fine art.

It's questionable whether the Greeks were the'
sole inventors of democracy, small hunter-.
gatherer bands like the Australian aborigines had
a more egalitarian society than most larger agri-$
cultural societies, for instance. Nonetheless, the
Greeks are certainly the people we like to re-o
member as the originators of the practice of?
voting as a ‘protocol’ for group decision-making. e
Especially since they actually had agriculture ands
actually kept written records of the votes they,
took.

The Roman republic, literally, ‘re publica’, the «
public thing, abstracted direct voting up one
level by electing representatives who in turn did s
the actual voting, proxies, if you will.

This «
allowed a much greater span of control than &
S|mple C|ty state, Delian League or not. Firsts
‘pecunia’, then ‘re publica’. Those Romans got.
to invent all the fun words, didn't they?

Notice that neither democracies or republlcs°
are necessarily stable or even representatives
Greece and Rome, or any of their early modern;
replicas including the one I'm fond of, excluded ¢
most of their populations from actual voting e
control, but, as communication technology ands
industrial requirements for education increased?
in prevalence, suffrage tended to become univer-
sal, and, ironically, slavery itself has been shown;
to be a peculiarly agricultural institution, all of
Marx’s protestations to the contrary.

e 00
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Wells Fargo pilots
smart card on net

A group of Wells
Fargo employees are
taking part in a new
smart card pilot in
which participants

; : log onto the internet,
Another way to think about it comes from an old ;3 ster funds from

college logic professor of mine. We all have thetheir banking
same information and intelligence, and the future isaccounts on to their

uncertain, so we might as well vote about what to dc{l"oe”g]%’l‘rcfar?dssigd
next.

shop online. Wells
Of course, joint ownership is not new either, andFargo allowed
neither is proportional voting control of busmesses,gggthoomne{g Eﬂe'oad
or anything else. The corporation, peculiar this timeyondex cards over
to industrialism and the modern nation-state, hashe internet last
direct antecedents in other common-law busmesé\p”ll Itis now
forms not requiring the force of that nation-state forpmar 'Rg tto S'%”l L{p
mercnants 110
their very existence, something important to anyonenerchants include
trying to code up erst-corporate behaviour in soft—‘ég"r’gvgéemetg‘r?d
ware instead of law. ' ticke
You don’'t even need the legal sanction of a nationWW'UCKEtweb'com'
state to have limited liability. Common law created
limited partnership long before corporations.
Britain had fully functioning non-corporate limited
liability entities at least until the end of the nine-
teenth century. Lloyds not withstanding, of course.
So, the point is, can you make all this fun stuff
happen in software?
Let's look at the cryptography for a bit. For
starters, you can store multiple ‘hashes’ of the same
data in such a fashion that with any m of n pieces,
you can reconstruct the whole dataset. That is useful
for storing, say, your digital bearer bonds, in various
blinded cryptographic storage areas all over the net,
for a fee of course, but it also provides a pointer to
controlling a business entity as well.
Why? Remember that ‘identity’ directly maps to
‘key-pair’ in cypherspace. With an m-of-n recon-
struction scheme, any m members of a board could
vote to control the ‘root’ key of a virtual corpora-
tion, for instance, you could actually control that
key. There’s considerable doubt whether hierarchies
make sense in this context at all. In fact, most global
name-space schemes based on key-management hi-
erarchies bump right into Russell's Paradox and
Goedel's Result as if their designers never took logic
at all.
Anyway, this form of m-of-n key-control works
best for simple partnerships, but you still have the
problem of voting control of larger entities, particu-
larly if you want lots of shareholders. Fortunately,
there are cryptographic protocols for anonymous
voting, as well. I'll spare you the gory cryptographic
details, but there are ways to elect a board, and for
boards to vote control of a key, which can then be
used to authenticate the actions of as large a business
entity that you want. The creation of voting proxies,
in other words.
So, we've taken care of common stock, and, be-
cause we know about digital bearer bonds, we can
get a hint about how to do dividends: just present
some token at the time of the dividend and collect
cash. But, what kind of token do we use when all we
have is a stock certificate? Clearly we don’t want to
redeem that at dividend time, do we?
No, we don't have to. There is yet another class of
cryptographic protocol called, weirdly enough, zero-
knowledge proofs of knowledge. Using these meth-
ods, it is possible to hash a given bit of information
and use that hash to prove to someone that you have
(continued on page 14)
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New Jersey plans
smart cards for
drivers

New Jersey plans to
issue smart cards to
its nearly six million
drivers in a scheme
dubbed AccessNJ.
The plan also
envisions the
possible addition of
other government
applications, such as
electronic benefits,
firearms permitting,
as well as possible
private sector
applications, such as
electronic purses..

Geodesic Market

(continued from page 13)

that information in its entirety. No, it's not mag
it's mathematics. Using zero knowledge proofs ¢
stock certificate, you can prove not only that you
entitled to vote, but that you are entitled to coll
dividends as well. In fact, you can use it to pr
that you are a preferred stockholder, or that you
a holder of Class B instead of A, or anything e
Finally, the issuer can use these proofs to show
you have already collected a dividend, voted a st
whatever.

Oh. One other thing. Want to authenticate
books of a corporation for a given price earni
ratio without seeing the entire set? Want to authe
cate an actual cashflow or asset holding for a det
Use the same zero-knowledge proof cryptograj
Eric Hughes even claims to have invented a wa
publish completely ‘open’, publicly available file
cryptographically munged, of course, which, wh
a business entity wanted to prove a certain figur
set of line-items was in that otherwise encryp
information, they could use their unique key pair i
a zero knowledge proof to show that the expendi
was in fact there. This could even be audited t
trusted third party, whose signature would be on
encrypted data. It just keeps getting weirder.

Frankly, the reason we don’t use zero knowle
proofs for bond payments is because bonds |
finite duration. They all, with one exception provi
the financial rule called a ‘perpetuity’, expire sool
or later. It'll probably be cheaper to just issue all
digital bearer certificates, principal and interest,
masse. It'll certainly be more financially reasona
from the standpoint of calculating the value of th
certificates, as any student of fixed income ma
matics will tell you. Simply issue all the certificat
at once, and let them each be priced, and tra
accordingly.

But getting back to equity, what about limit
liability? Well, think about this for a minute. |If, fc
instance, you have anonymous control of infor
tion, then the only thing you can do to the holde
that information in any meaningful sense is to
count the value of that information in the mark
Remember, when we talked about reputation,
talked about reputation ‘capital punishment’, wh
a given cryptographic key pair is shunned, its ¢
nomic value effectively zero.

These days we do it with laws which say the
shareholder of a corporation is only liable for wr
ever money he invested into it, and, when the me
says a stock is worthless, there isn’t anything ¢
thing as negative value.

But, again, in cypherspace, we try to replace

with strong cryptographic software, and, most of the
time, we get the same result. Funny how symbolic
logic works that way. Call it Russell’s revenge.

In other words, if a shareholder spends money on
a digital bearer certificate signifying partial owner-
ship in an enterprise, and that bearer certificate, for
whatever reason, is worth nothing, that's all the
shareholder has lost. Since he’s holding a certificate
normally, his key is completely blinded, and he is
thus anonymous. Only if he double spends the
certificate is he unmasked. So, on a ‘semantic’ level,
there’s no other ‘recourse’ the market has but to the
value of the equity certificates he holds. And, as any
person who's holding shares of a fraudulently ac-
counted company can tell you, that penalty is a good
enough proxy for limited liability.

Issuing digital bearer equity, or debt and cash, of
course, is different, in that the key issuing the certifi-
cate must be known to have a good reputation, and
have proven asset value in the case of collateralised
debt. The holders of the certificates, though, don't
need to be known at all for the system to work.

Pretty cool, huh? With digital bearer equity, you
can have publicly held business entities whose size
limits are only driven by transaction cost, just as
Coase’s theorem says it should be, and, the share-
holders can be completely anonymous.

And, of course, as we all know by now, | claim, at
least three times before breakfast every day, that
digital bearer settlement will drop transaction costs
by at least three orders of magnitude, which is why
you have anonymous shareholders, and not though
any desire for privacy per se. The reason we have
registered stock ownership, remember, is because
we have book-entry settlement. If we could do
digital bearer settled equity, there would be no need
to register securities from an economic standpoint,
and, as I'm also fond of saying, physics begets
economics, which begets common law, which begets
legislation and ‘policy’. You cannot run the causa-
tion movie backwards and get any money.

So, no, | don't think that absolute deregulation of
equities markets will be the only component of that
cost reduction, though it may one of the most inter-
esting effects of that cost reduction, no matter what
its magnitude.

Next time, we'll talk about digital bearer deriva-
tives, but, after that, we’ll come back to equity, and
Coase’s Theorem, and talk about micromoney, and
its impact on the size of the firm. Stay tuned.

Robert Hettinga is the CEO of Philodox, in Boston
MA
Email: rah@philodox.com

E-Finance Forum 7 pm Monda y 23rd November, London Business School
Sussex Place, Re gent’s Park, London NW1 4SA

Speaker: Robert Hettin ga will explain how new financial technology will allow digital cash, digital
stock certificates and digital bearer bonds to replace the existing payments and clearing and
settlement infrastructure, allow dispersed stock trading on multiple exchanges, reduce costs and

improve market security.

The talk will last for approximately 45 minutes, followed by questions, discussion and a reception
with the speaker in the Executive Common Room. Anyone can attend, but there is a £10 charge.
Please register with Tracey Croft at the London Business School (tcroft@lbs.ac.uk), Alumni Office,
Sussex Place, Regent’'s Park, London NW1 4SA.
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IN BRIEF

Lycos bu ys
Wired Di gital
Cambridge, Mass
based Lycos is
buying Wired

Digital ending
Wired's ambitions to
build an online
property that
leveraged the offline
brand. Lycos boss
Bob Davis is
reported to have
claimed that adding
Wired Digital, in
particular HotBot,
would effectively
give Lycos access to
40 percent of all
Web traffic.
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Digital bearer derivatives - mathematics of

polite fiction

by Robert Hettin ga

Digital bearer derivatives are  possi-
ble and, at the mar gin, di gital bearer
settlement is probably the technol-
ogy most suited for the execution,
clearin g and settlement of deriva-
tives.

With the free-falling price of microprocessings
we're going to get more, and more complicated,
derivatives, whether we want them or not, and, with
ubiquitous internetworks, they're going to be digital
bearer derivatives, because that's going to be the
cheapest way to do them.

So, before we start, let's review my (and Rus-
sell's) mantra that reality starts with physics anii
economics and ends with law, ‘policy’, and philoso-
phy. Trying to legislate economics and finance, for
instance, is one of the sillier things any soverelgh
much less any religion, can do.

| say religion here because, at some point in
Christian theology, probably in deference to thg
Temple money-changing episode, interest was de-
clared immoral, and, from that now-curious begin-
ning, we get modern derivative transactions. :

Christian monarchs, in trying to outlaw mterest-
found that, no matter how hard they tried, they just
couldn't, really. Eventually, in the late middle ages,
they let religious undesirables, like Jews, be the
money lenders and charge interest, but only aftet a
ridiculous amount of creative denial.

Muslim countries still outlaw interest today, for-
instance, and they go through an amazing amounf,of
gyrations to keep their banks in business as a resuilt.
But, as Joe McCarthy used to say about commu-
nism, no one in, say, Saudi Arabia, dare call Jt
‘interest’, even today. .

Nonetheless, buried, deep in the glosses,
palimpsests and marginalia, among all the shucks
and jives that mediaeval sovereigns did to avoid the
i’ word, were some very interesting residents of thg
then hand-illuminated financial bestiary. Thesg
critters really did look an awful lot like bonds, ands
even, derivatives. Of course, they couldntpOSS|ny
be those unholy chimera, because they would he,
quite literally, an abomination, a sin unto God
Himself. .

Yet, in England, for instance, there was the ever—
ubiquitous tally-stick, which started out being a
poor man’s depository receipt for taxes, with bify
notches for big money, and small notches for smail,
and split between the two counterparties to keep
everyone honest. These sticks ended up, in rather
short order, representing ‘fictitious’ transactions,
and, more important, contingent claims, on sonje
other asset, usually, bullion. The king would, i
stead of paying creditors in gold, pay them with
tally-sticks, which would then ‘mature’ sometime
later at the time of the bullion’s eventual arrival in
the treasury. These discounts were, of course,
representing the, um, opportunity cost, of the mongy
involved. Certainly not interest. That would be
evil, of course.

In fact, the considerable fortunes of the Knlghcs
Templar, and Hospitalar, too, were built on bills of
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exchange, issued to crusading nobility, who could,
magically, deposit money in one place in Europe,
and take it out of somewhere else upon their arrival
in the Holy Land. ‘Of course, Sire. Interest would

be a sin. We can, however, sell you this bill of
exchange at a discount, if you would should desire
it...’

You can account for a multitude of risks, if not
sins, in the discounted price of that bill of exchange,
including the obvious one of said Sovereign getting
lost, bill and all, at sea on occasion.

Not to mention creating bills of exchange for
assets which never leave a country at all, thus
avoiding taxes, even for the sovereign, at least in
countries like England where the sovereign was
accountable, even marginally, to the law. Bills of
exchange were even created representing assets
which might never exist, except if some contin-
gency occurred. Guess wihosewere?

Of course, most reasonably clueful bond folks
will gladly haul out a trusty Fabozzi book or two
and show you that, yes, a bond is, in fact, an option
on some future cashflow that the bond promises, or,
more precisely, that a bond isbandle of options
(interest coupons, remember?) on that future cash-
flow, the granularity of the option’s settlement date
being either every quarter, if you feel discrete, or
infinite, if you feel continuous and remember that
most bonds are quite liquid assets. And this tide of
financial calculus floats all boats, even a crusader’s
fleet mired in the middle ages, modulo the occa-
sional Mediterranean storm.

So, just like quarks, it seems that options and
other derivatives are the very conceptual building
blocks of the financial universe, and to ignore or
restrict them is to do so at one’s own economic
peril, if not one’s mortal soul.

Thought about in those terms, of course, deriva-
tives become as old as civilisation itself. Thales of
Meletes (who was the world’s first philosopher if
you're in a medieval mood, and believe in the
infallibility of Aristotle), answered the world’s old-
est taunt, ‘if you're so smart, how come you aren’t
rich’, by cornering the local olive oil-pressing fu-
tures market, monopolising those presses at harvest
time. It not only made him rich, but famous, too,
especially to everyone who's taken the nickel tour
at the Chicago Board of Trade and walked away
dreaming of being latter-day Hunt Brothers. Doing
that ill-fated silver corneright, of course...

Even before Hellenic Asia Minor, the owners of
various grain depositories in Egypt, and even Baby-
lon, raked it in one haircut at a time, purchasing
grain before it was even planted, and flipping that
imaginary grain, over and over again, until the
harvest actually came in.

This kept people from dumping grain in the
streets at harvest time, certainly, because the prices
were too low then, which is exactly the apocryphal
event precipitating modern futures exchanges in
places like Chicago, sans hydraulic monopoly.
Those who forget history, and so forth.

At the root of every derivative is a polite, and
frequently mathematical, fiction. A fiction, which,
if it turns to real prophecy, makes money. And, if
you've ever listened to any entrepreneur in heat
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spouting his latest funding pitch, you'll notice
that predictions are pretty cheap to make. More-
over, an awful lot of of those predictions exist «
about any one event at any one point in time.;
Putting a value on that vast quantity of fiction ¢
might have been worth a Nobel Prize to some.
people who should now know better than to hang]
out with the likes of Mr Merriwether, but, more
important, the process is driven by supply ande
demand. The initial price of futures, options, and?
other contingent claims, relative to the assets
they make claims on, are, like talk, cheap for thes
most part. :

In addition, if the underlying asset of a class of «
contingent claims is volatile, it's a very good
idea to settle and clear the purchase and sale gf
those claims as soon as possible, so people wonst
forget their sometimes large obligations, or can;
collect on their occasionally formidable returns. ¢
Which, oddly enagh, is exactly what happens at «
options exchanges all over the world. Chicago,,
for instance, now has next day settlement, if I¢
remember, and the trend has been towards even

shorter settlement times, wherever possible. .
And digital bearer transactions settle fastests
and cheapest. .

We need to look at something else about &
derivative. All those conditions under which the
contingent claim will be executed make things «
very complicated. You simply cannot have a ¢
modern derivative without computers and online ¢
real-time information. You need even more o
computational horsepower to model the damn?
things to see if they do what you want them to. e«

This complexity, and the corresponding com- ¢
putational modelling requirements, has always?
been seen to be a bug. It's really a features
though. The more you automate the process thé
better it works, and now, it can be automated upe
to and including settlement, scaring the wits oute
even the hardiest of souls. .

Already | can hear quite a few disgusted ¢
‘harumphs’ out there, particularly from those of
you who have seen formerly boring equity ex-
changes go limit-down like some CBOT pork-
belly pit. You've seen ‘portfolio insurance’ con-
tracts blow up like so many World War | barrage
balloons under the tracer bullets of illiquidity,
causing markets to crash around the world.

More to the point, we've seen countless portfo-
lio managers who claimed to be using deriva-
tives, but who were doing nothing but specula-
tion with large amounts of other people’s money ¢
as if it were just another game of liar’'s poker.  «

So, what does digital bearer settlement bring to;
the party? For starters, increased automation, of
course. You can build an actuayject, which
lives out there on the network all by itself, wait- §
ing for the proper market conditions to be met-
before it executes. Furthermore, because of
those extremely reduced transaction costs, yoQ
can do transactions at extremely small sizes:
Well, sizes considerably less than the hundred-
million, or even billion, dollar transactions re- ¢
quired to make institutional-scale money in ¢
derivatives today. .

Because of this small transaction cost, you?
could actually create a bunch of micro- «
derivatives, set them loose, and see if they works
Nothing like small-scale working models to see ¢
what really works, certainly. You could even

® 0 000000000000 000
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Visa buys into
create, abomination of abominations, auto-mutatingCyberSource
derivatives, following genetic algorithms, spawning Credit card giant
slightly altered copies of themselves at settlemenyisa has made a
time with some of the proceeds. Fast, cheap, and oyjdnificant equity
of control, indeed. It's enough to send you scurryingcard screening

back to the monastery, sandals flying every whichstartup CyberSource.
way... The CyberSource

. . . . b the SET
Dragging us back to the human universe, with th@?’&%ﬁﬁs Visea and

kind of granularity you could also create a whole CyberSource will
array of derivatives, representing a whole spectrunfiow work together
of possible positions, in smaller transaction sizes oo ha.ProeuCs
allowing you much more flexibility in your financial merchants and their
plans. That's why derivatives exist, after all, to banks from internet
hedge your purchase or sale of something elsgfedt card fraud.
against the unforeseen. At the expense of Godlesﬁ\,estme?]’t signals a
speculators, of course. move away from
But, the primary problem with modern derivatives SET, but analysts
is that nobody is there on the other side of a desiregzw?heg’ti‘%%gt%i%f
trade at crunch time. Nobody there in the specificihe protocol has lost
volume desired, and so, most hedging transactionsyl momentum.
like the limit orders they are, go unanswered until
the price is much lower, defeating the purpose of the
derivative in the first place. Being able to execute a
score of smaller transactions, instead of one giant
one, at some intermediate prices in an avalanche of
continuously falling prices gives a portfolio manager
at least some comfort of dollar-cost averaging on the
way down. Frankly, | expect that it will tame
volatility as a result. It is precisely these precipitous
free-falls with no answering bid, which cause the
volatility problem in the first place.
Oh. Right. Before | forget, the transactions are all
anonymous, of course.
So, how do you do all this fun stuff? Well, if you
couple some bit of autoexecutable code with a digi-
tal bearer instrument, or a bundle of digital bearer
instruments, you can execute all the pricing, and
other financial data, requirements you want. Cer-
tainly a bit of XML, or Java, done right and properly
authenticated, could do the trick, but, like most
problems in financial cryptography, that trick is
usually harder than it looks.
Fortunately, what looks like an initial solution to
the problem was presented at the 1998 International
Conference on Financial Cryptography, FC98 to its
friends, held this past February in Anguilla.
X-Cash, a new transaction protocol by Markus
Jakobsson of Bell Labs and Ari Juels of RSA Labs,
is a bundle of digital bearer instruments which look
for the terms they want, and when those terms meet
with an acceptable offer, they execute, clear, and
settle the transaction, all at once. If you're interested
in this paper, and a whole bunch of others on the
cutting edge of Financial Cryptography, you might
want to look at the conference’s proceedings, which
are now available from Springer-Verlag. See
www.fc98.ai for detalils.
Of course, figuring out how, and doing it, are two
entirely different things, and, frankly, X-Cash is only
the first of what will necessarily be many attempts at
solving the problem of autoexecutable, digitable
bearer, derivatives.
It's the same problem financial cryptographers
fight every day: the problem of turning law and legal
agreement into something much better: running soft-
ware. Turning law, and apparently, thrill-addiction,
into economic, literally physical, objects.
Objects beyond the control of gamblers and, ap-
parently, experts at liar's poker.

Robert Hettinga is the CEO of Philodox, in Boston
MA Email: rah@philodox.com
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The Geodesic Market
by Robert Hettinga

One-Way Hash and Micromoney Mitochondria: Digital Bearer Micropayment

December 1, 1998

"When the going gets weird, the weird turn pro", as Hunter S. Thompson
once said, and the going, for this article, is going to get pretty
weird, and in hurry.

I've taken you from digital bearer cash, through bonds and equity,

and, last month, we ended up with derivatives, showing you could get

as weird as you wanted, financially, and still use digital bearer

settlement technology to make transaction settlement cheaper to use
than book-entry methods. Probably by several orders of magnitude, or a
thousand times, cheaper.

Now we're going back to cash, microcash, to be exact, and, in the
weird spirit of Mr. Thompson, we're going to talk not about Yage, or
Ibogaine, or various reptilian pineal extracts, but about different
kinds of hash.

Well, okay, not *hashish*, exactly. Hash*es*, actually. And not

anything even vaguely psychochemical, though the consequences of
hashes might get pseudobiological sooner than you might imagine, and
simply mind-bending to contemplate when we get there.

The technology I'm talking about here is that venerated mathematical
algorithm and staple of computer science, the hash function.

A hash function is something they teach you in your first year of
computer science. Properly defined, a hash is a usually smaller,
mechanically derived, fixed-length sample, subset, or just plain
correlated bunch of bits related to usually a larger, and

variable-length, bunch of other bits. A hash is something that allows
you to mechanically check the integrity of data without actually
examining the data itself. | can send you a hash of some computer
program I've written, so that you can run a hash of your copy, compare
the hash you have to the hash | gave you, and, if they're identical,

it's highly unlikely that your copy is different than mine.

It's that "highly unlikely" bit that's important, here. For instance,

if I hash a given bit of information and the result is 2128 bits in

size, and the hash method is a one-way function which gives me a more
or less random output, | have a 1 in 2128 chance of getting the same
hash from some other bunch of data. Nice large number, that. Longer
than the number of seconds the universe has been alive, even. Longer
the total age of the universe if Mr. Hawking, and, more recently,
experimental data, were both wrong and the universe is in fact closed.

However, like all large numbers, including infinity, you can control



those, um, astronomical probabilities if you want, and that control is
at the heart of micromoney.

If you reduce the output size of a one-way random hash function which
uses a key (a "cryptographic” hash, in other words) you can control
how much computation (money, in other words) is spent in the
generation of a hash "collision”, which is the name for happens when
two entirely different blobs of data generate exactly the same hash
value. Finally, if you use the right kind of hash function this way,

and you find a hash collision, you can use that information to

generate as many collisions like it as you want, with very little

extra computation at all. Each one of those hashes are as hard to

forge as the first one is.

What you get is exactly the economics of minting a penny, only with
bits, which are much cheaper to mint with. To mint a penny you have to
literally build a factory, because that's what a modern mint really

IS. But, the next penny after the first one is barely noticible in

terms of marginal cost, and, so, it behooves you to mint as many
pennies as possible to earn back the investment in your mint. That is,

if you were selling pennies for a living, which governments claim they
really don't do, though they book it on their balance sheets as
seignorage income, nonetheless...

Using hash collisions, as found in various the various micromoney
algorithms out there including MicroMint from Ron Rivest and it's
several progeny, and in Millicent by Mark Manasse, and in HashCash, a
simple anti-spam protocol by Adam Back, that's exactly what you can
do. You can take in people's money in one form or another and quite
literally print them a positively huge amount of extremely low-value
cryptographic hash-collision tokens, all while still turning a tidy

profit. Seignorage for the rest of us, to paraphrase Mr. Jobs.

The disparity in cost between the cost of "minting" the first token

and minting the second is enormous, much greater than that required to
mint the second penny in our example above. Remember, again, how long
it takes to "brute-force" a hash-string the size of 16 bytes, the size

of this one: "1234567812345678". That is, 128 bits divided by 8 bits

per byte.

Those 16 bytes, if handled properly, are certainly small enough to
stick onto the most mundane events in cyberspace and pay directly for
some service at the time it's rendered. All without an invoice, or
clearing a check, or authenticating a credit card. and, without, of
course, the finance and accounting departments backing them up.

You can use those 16 bytes to pay for sending a piece of email. Or
downloading a web page. Or, even, with enough 18-month turns of
Moore's law and a stiff tailwind, routing a group of packets from here
to there across the net.

Imagine every router on the net buying bandwith low and selling it
high in a continuous, digital-bearer, microcash-settled,
cash-on-the-routerhead auction for internet switching. In such a
world, you don't even need network engineering, at least as we've



defined it today, because the market, and not some grand top-down
design, will determine where the next router will go, without any
human intervention in the purchase at all.

...Good. | see you've drunk the Electric Kool-Aid, and the visuals are
just starting to kick in. Great stuff, huh? Remember, | did warn you
this was going to get weird in a hurry, and now, | believe, it's time
for the weird to turn pro. Hold on...

But, wait, as they say in the more manic infomercials, there's more.

As the internet becomes more and more ubiquitous, and microprocessors
become cheaper and cheaper to make, the internet, defined as the
TCP/IP protocol (or it's progeny, whatever that will be), it

interlinks the most amazing places into a unified geodesic network,
reachable through the air from local antennas, or sattellite antennas,

or just physically, by connecting you to the network with a wire or
fiber optic cable. With an increasingly ubiquitous internetwork, you
can sell even more and more mundane things this way. In the ultimate
throes of this anarchocapitalist madness, *everything* can be for

sale.

Let's start with the obvious one first. Electricity. Already, they

have demonstrated IP over electric lines in Britain. It is mostly
trivial to do, especially over higher voltage power lines. Now, if you
squint, you can see, with your newly dialated pupils, the very
electrical *appliances* in your house, your microwave oven, your
toaster, your teakettle, paying for their very electricty as they use

it. With microcash.

It's not that hard to do. | just showed you how, right? All you need

is a hash-handling chip in the toaster a little smarter than the chip

in that expensive "gourmet" toaster sitting right there, right now, on
the shelf in the gourmet kitchen store down the street. | call these
imaginary chips micromoney mitochondria, and with them you get the
guasibiological effect of picomoney as processor food.

If you remember the history of this century, and the first article in
this series, it wasn't until checking accounts and hierarchical

industrial networks became prevalent that lots of working folks
*stopped* paying for their flat's electricity with actual coinsin a

meter somewhere on the premises. Aswe'll find out in the next
article, that kind of "unwinding" of history is a very quick and dirty
way to figure out how a bearer settled geodesic economy looks, if not
how to implement it from scratch.

To continue the weirdness, think about a world where an internet
router can save enough retained cash out of operations to buy a new
line to a less busy router. Or copy of itself. Or to sell itself off

into "slavery"(?) to another router (whichis buying a copy of itself,
remember?) after losing too much money to stay in business anymore.
Transported. Mr. Macawber, thy name is "cypherspace”. More time,
running backwards, on Moore's law.



Great acid, yes?

But wait, there's more. If you can really do this with roads, paying
at every intersection to get through it (money's cheap and small,
remember?), does a, um, hierarchically organized force monopoly, a
nation-state or it's smaller hierarchical subdivisions, need to "own"
that road anymore? Shades of a favella in Sao Paulo, where the
"property" lines extend into the middle of the street. Actually, not
so "property" anymore, as the favella dwellers, along with their
private piece of concrete to the middle of the street, now have
secured real property rights to that concrete and the now-legally
recognized road under it. So, are *they* charge you to drive over
their little piece of micro-road? Stop this trip. Now. Please, make it
go away...

What's next? Paying microcash for water as it comes out of the tap?
No, let's not think about the inverse of *that* particular plumbing
operation, as it's fraught with images of misers, Gordon Gecko (as
someone likened me to, after | started thinking too hard about thisin
public on the net), and of couse, Scrooge himself, speaking of
unwinding the clock to a more Dickensian universe.

Paying auction prices for *force*? Landmines which won't blow up if
you have the right key? And keep paying them? Mama told me not to
come...

Okay. Let's abstract our selves back a level or two, and think about
actual micro-economics for a while, both to cool off our blazing
neurons, and to honor a promise | made last time. Early in this

decade, Ronald Coase, formerly of the LSE -- and now, | believe, at

the University of Chicago, where all good Nobel laureates go to die --
won, you guessed it, a Nobel prize in economics. Coase won the Nobel
by hypothecating (without actual mathematics, a boon and comfort to
innumerates like me everywhere), that firm size is directly related to
transaction costs.

That is, the cheaper the transaction cost, the smaller the firm can

be. This has been proven, with actual data, to as much certainty as a
fact of physicsitself in the decades since the 1920's when Coase made
this prediction.

Well? Notice something? Some digital bearer protocols are *really*
cheap to use. Some get us to efficient transaction *spreads* in
milli-to-microcent range. That makes for *really* small "firms".
Market actors. Proprietors, in other words.

More to the point, if Moore's law reduces the price of switching
enough to bearer-settle even the smallest conceivable purchases, like
bandwidth, or road passage, or electricity, you end up a very strange



universe, populated with a swarm of extremely competitive, dumb,
randomly-behaving business entities motivated *only* by, as Dickens'
Mr. Macawber said, "keeping income over expenditures"”. Curioser and
curioser, to mix my Victorian fiction a bit.

You don't just have an invisible hand, anymore.

To steal the name of the Cato Institute's football team, you have an
invisible *foot*. Something which can kick the pants off any large,
vertically-integrated, hierarchically-organized industrial-era
business now trying to combat its transfer pricing problems in order
to compete with a market which, these days, values that business in
pieces *much* more than it does the entire business, because, of
course, the transaction costs are now low enough for those pieces of
the old firm to sell their services directly to the market instead of
doing it behind the "firewall" of a company's chart of accounts.

*Dis*economies of scale, in other words. The world turned upside down.
"Cats and dogs", as Bill Murray (who played Mr. Thompson once),
"living together."

The weird have indeed turned pro.

Cheers,
Robert Hettinga
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E-Commerce
results

A spate of earnings
reports from e-tailers
and online payment
firms confirms much
of the pre-holiday
hype internet
shopping went
mainstream in the
autumn.
Amazon.com
reported $252.9
million in book,
music, and video
sales in the final
three months of
1998, outstripping in
a single quarter all
of its sales for 1997,
when revenues
totalled $147.7
million.
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‘Hit ‘'em where the y ain’t’: de ploying digital bearer transactions
by Robert Hettin ga

In the final part of his series on the
use of di gital bearer financial instru-

ments, Robert Hettin ga moves on
from the theor y to explain how we
can actuall y deploy these instru-
ments.

You couldn’t have gotten through the capital market
upheavals of the 1980’s, much less Oliver Ston€'s
movie Wall Street without bumping into Sun Tsu,?
the ancient Chinese military thinker who, for our
purposes, is best summed up by the Stonewall
Jackson maxim, ‘Hit ‘em where they ain't’.

Among other things, Sun said that a small army
should look large, a large army small, that one

a couple of capital market bearer-settlement ideas
with a few of the conference’s participants.

After we're through with those two, I'd like to talk
about micromoney mitochondria some, and an effort
underway at DARPA to make the internet ‘smarter’.

A Swiss fund

The first example, and the easiest to think about, is
an already existindgpearerheld Swiss hedge fund.
Of course bearerin Switzerland (or the BVI's, or
wherever else) is quite different from thearerl've
been talking about the past few monthBearer
shares are typically registered with a trustee of some
kind, but that registration is blinded from the portfo-
lio manager. So, imagine, in the spirit of my preV|-
ous ‘Bill and Ted’s excellent mutual fund’ scenario,
we created Bill and Ted's excellent bearer hedge

should attack when the enemy retreated, and retrea: fund.

when the enemy attacked. You can almost hear P, T.
Barnum muttering, somewhere, ‘Never give @&
sucker an even break.” Mao, accommodating his
intended audience with many simple single-worded
exhortations and lots of exclamation points, recapft-
ulated Sun’s logic and won his wars in much the
same way. .

| propose, in less florid terms here, to think abolit
the deployment of digital bearer transactions in thit
same spirit. That is, start where book-entry settle-
ment ain’t, and move on from there. With that
fulcrum, we can lever complexity of digital beare}
settlement against itself, and start ‘surfacting’ tife
existing glops of book-entry markets into smaller
more geodesic ones.

If you think about it, we face almost the same taSk
that Copernicus, Kepler, and Gallileo did when they
removed the earth from the centre of the universe.
Like Kepler, we're going to use the simple mathe-
matical ellipses of financial cryptography to replackg
the financial and legal Ptolomaic epicycles indug-
trial economies had to build on top of their eles-
tronic, but still human-switched, information nets
works. We want to move money across these ngw
geodesic networks we've built in cypherspace witle-
out the financial shovelware that currently passes
for internet transaction settlement. If, of coursg,
that's what you can call the out of band settlemeht
of internet-executed transactions, which is what
internet credit card and even check transact|ons
really are.

I've already spent the last six months telling yog
with a broad brush, how to apply digital bearer
transaction technology to every security imaginable.
This article is about specific applications of digité]
bearer transaction technology to problems peogle
have told me about. It's an effort to jump-start your
own thinking about digital bearer settlement in your
own business.

Last November | went to to London, where, when
| wasn't speaking to the E-Finance Forum, or )
someone in the City, and, ultimately, to the Adain
Smith Institute’s conference on internet trading, dll
thanks to Duncan Goldie-Scot, | spent two evenings
in a Kensington Australian wine bar, thinking about
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That is, this existing hedge fund puts up a blind-
signature certificate mint, right in the same room
with their existing web server. When people pay the
server digital cash, they are issued a digital bearer
certificate representing assets in the fund. Right.
What's digital cash? Okay, so we don't have digital
cash. So we use checks, or bank wires. Somebody
goes to a web page, is issued a non-transferable
provisional certificate right off the bat, and, when
the wire or cheque clears, they can come back and
get real bearer certificates in exchange for the provi-
sional one.

If done right, such an automated customer service
scheme will probably be much cheaper the way it's
done now, even with the added complication of
transaction latency, which is there right now, any-
way. Whenever digital bearer cash is available,
handling shareholder exchanges will be even that
much cheaper. Again, as a portfolio manager, you
don't ever know who your customers are, anyway.
The trustee administers your customer’s money in
the logical opposite of an American blind trust.
Instead of the customers not knowing what the port-
folio’s invested in, though, the portfolio manager
doesn’t know, legally, who's invested in his fund.
Which is the rub.

Notice my use of the wortkgally. There’s this
whole industry of fund trustees in Switzerland, using
lots of lawyers no doubt, all devoted to administer-
ing those blinded lists of shareholders bearer
funds. | would even venture to guess that my digital
bearer version of Bill and Ted's excellent Swiss
bearer hedge fund is illegal, in order to perpetuate
this cottage industry, though it might be fun to push
the legal envelope a bit, to see how strong it is.
We're still figuring it out.

However, | would bet that if using digital bearer
certificate servers lowered the trustee’'s customer
service by three orders of magnitude, they would
have to adopt the technology, and that’s exactly how
to sell this idea in Switzerland. Portfolio managers
would much rather just run their money, without
having to think about such things for the time being.
Save that box in Bill and Ted’s machine room for

(Continued on page 11)
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IP telephony
institutions would all be known to each other in thesoon
aggregate, all of the ‘know your customer’ rulesMore than80
could be adhered to, and, yet, the system could stilfhegcrﬁgmgtcr;‘ose n
paradoxically, settle trades anonymously betweenindustry believe IP
club members. telephony, or phone
The result would be extremely lowered transactiontas, et ihe
costs between the club’s members, and, of courseyidely used within
instantaneous clearing and settlement. Somethin L?dye?r:f)bvi ”%V]Y
which might even be interesting to the much Iarger,r,ea,}'y 700 people
members of EuroClear to use someday, we figuredsurveyed, about 29
Maybe, someday, anonymity in settlement COU'dEﬁ;?,?Q;?f;'ZY%
translate to anonymity in execution itself...  This consumers will
rather insidious application of digital bearer technol-embrace voice-over
ogy, at the very place where one would expect thél’;’h‘i’lvétg'g ‘t)";?cgﬁ";‘rs'
next generation of book-entry technology to be de-said adoption will
ployed, is exactly what Sun Tsu, Stonewall Jacksongccur within three to
Kitty Hawk to Dayton which put people into the air; and | mean by ‘hit ‘em where they ain't’. five years.
Nobody’s going to invest in ‘Bill and Ted’s’ excel-$ In other words, deploy digital bearer settlement
lent Swiss bearer hedge fund at all unless they ean where book-entry settlement, well, ain’t, yet, and
make more money there than they can at home. Rar don’t fool around with attacking the Maginot Line of

of that present advantage, is, of course, taxes, ahd the existing book-entry-settled capital market infras-

(continued from page 10) .
some later regulatory regime and a few more itera-
tions of Moore’s law. .
Which brings me, again, to the most importanrt
point I've been making throughout this series &f
articles. There’s not a cryptoanarchist cypherpunkjn
the world who wouldn’t jump at doing this particulay
contract. If the blind signature patent was clear,
which we'll talk about in a bit. But, unfortunately,
those people are jumping at this kind of work fgr
entirely the wrong reasons. It's almost as if th
think that just because they can put up a digital
bearer-settled fund, that in and of itself will sell thg
fund to investors. :
Remember again, slipping the surly bounds ef
earth is all well and good, but it's coach fare from

probably, more than one case of investing ill-gotten
gains, defined how you will in the jurisdiction of the
money'’s origin. .
However, the market for financial privacy is ing
finitesimally, ludicrously, small when compared tQ
the market for cheaper transactions in general. And,
frankly, the Swiss trustee, much less Bill and Tad
themselves, are profitable enough already with the
legislated privacy they already have, or they
wouldn’t be in business as it were. .
No, what will sell this contract to some lucky
financial cryptography systems integrator is lowered
cost of customer service, pure and simple. Again; |
claim, issuing bearer certificates to the net is the way

tructure until the battle’s already over. Dropping a
few geodesic smart-mines on their escape routes,
like we did in the two examples above, would work
perfectly.

Router code

For the final deployment example, I've just learned
about a project which which leads me to believe that
the era of cash-settled switching-level auctions of
internet bandwidth is not too far off after all.
DARPA, the Defense Research Projects Agency, the
very agency which funded the original internet, has
hired firewall/security/spook-crypto  company
Trusted Information Systems (now part of McAf-

to do this, even if those certificates are purchased the fee’s and PGP’s parent, Network Associates, Inc.),

old fashioned way, with cheques, bank wires, dr,
given the location in question, suitcases full of cash.
Again, we're eventually looking at a world where

digital cash will be involved, and, when that's poss}-
ble, the whole idea of safe jurisdictions like Switze(-
land may end up an interesting footnote in financiel
history. If they don't do it in Switzerland first, ofe

to build a so-called Active Network, a technology
where internet packets include code which tells the
router where they want to go.

This is instead of a router needing increasingly
larger route-lookup tables, requiring, you guessed it,
hierarchical networks with big fast routers at the
top-level ‘backbone’. Moreover, these packets will

course, and get a technological jump on the rest:of pe cryptographically signed, to prevent their execu-

the world... :

EuroClear .

tion instructions from being tampered with.
All of this is so the network can be more, you
guessed it again, geodesic in structure and thus

Now, lets look at the second deployment idea. This cheaper to use. Will wonders ever cease? So,
one is one where you’'d least expect it, in the heart:of avoiding geek-vs-spy conspiracy theories and the
the institutional clearing system, literally under Eur¢- odd technological ad hominae against TIS in the
Clear’s nose. Big institutions in Europe decided they expectation that the market requirement for crypto-
needed a place to function for the myriad European graphic open source code solves the cypher-paranoia
exchanges in the same way that the Depository Triist problem, this executable-as-network-packet idea
Company does for the New York Stock Exchangg. looks like exactly like a running-code proof of my
They hired J.P. Morgan to play that role, and called assertion that attaching micromoney to the informa-
the system EuroClear. The problem is that the costs tion at the packet level is completely within techno-
of the system are such that smaller institutions cab't logical reason. Welcome, one final time, to the
really afford to clear their trades there. A bunch {f future.

us figured, over some nice Australian Cabernet (and,

um, kangaroo), that if you applied the model of So let's play with Di giCash

digital bearer underwriting we talked about in Jul¥, Which brings me to a final hobbyhorse. Most of the
and used Morgan as the institutional custodian fof a problems, | think, with the deployment of digital
jointly-held aggregate account, you could underwrite pearer transactions are legal ones. Oddly enough,
a bunch of closed-system bearer certificates against jt's not even laws and regulation against bearer
those shares and money, which a ‘club’ of smallér transactions themselves, which, on the face of it, are

institutions could use to instantaneously clear trades quite considerable. Even these regulations are com-
against each other. Since this ‘club’ of smaller
. (Continued on page 12)
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Offline
merchants
left behind

Traditional real-
world merchants
who do not provide
an ecommerce
channel to their
customers risk
losing market share
to their competitors,
according to a new
series of research
reports from
International Data
Corp. (IDC). With
the online
population looking
more like the overall
U.S. population,
companies must
serve their customers
online or their
competitors will do
it for them, the
reports conclude.
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(Continued from page 11) .
pletely surmountable given enough cost-reductiofs
and increased profit margins. Law follows eco-
nomics, in other words. .

The primary problem, as | see it, is the effectivi
control, by the nation-state, of intellectual property.

I tend to be extremely Coasian when it comes to my
definition of private property. | believe that once
information is on my hard drive, decrypted, and ina
form useful to me, that's about as private as prop-
erty can possibly be. It's mine. | can do anythings
want to with it including sell it. Furthermore, as the
internet becomes more and more location mdepén-
dent, you can’t keep me from selling it.

I challenge anyone to enforce an mtellectual
property patent against me in an environment where
anything, encrypted or not, watermarked or not, cdn
be auctioned to the highest bidder, in usable digital
form, for digital bearer cash. Cryptolopes, or elee-
tronic software distribution, or stenographic wates-
marks, even custom-compiled executable code ghd
escrowed funds, do not add a whit of value in su¢h
a world. As an inventor, much less a seller, ef
digital goods, there is simply no reason to increase
your transaction costs, and, correspondingly, redute
your profit, in order to control your digital product,
once it has been sold to someone. Just auction yeur
product off to the highest bidder and be done Wlﬂ’]
it.

The economics of the geodesic auction markpt
says that if you have the first information of a
specific type, you will make more money on that
information than anyone else. Yet, before we cgn
get there from here, there is a rather juicy irorty
involved. Because you need to cash digital bearer
certificates into book-entry money sooner or latel,
the patents for digital bearer certificate technolody
are completely enforceable at the point of conver-
sion, the gateways between the cypherspace and
meatspace.

As I'm fond of saying, bankers and corporat|0|:|
presidents, as very creatures of the law itself, dom't
like to get sued for patent infringement anymore
than they like to go to jail for financial crime ing
general. In fact, | think that patents on digite]
bearer transaction technology are so enforceable
that they are completely obstructing progress m
digital bearer settlement right now.

| would even go so far as to say that none of the
current holders of digital bearer patents, (and
frankly, most of the current crop of people whe
want to control those patents in the future) know tije
least thing about financial markets and about how {o
market digital bearer transaction settlement to the
financial community.

Well, actually, there is one person who might b}e
the exception to that rule, and that's Scott Loftes-
ness, the recently appointed President of DigiCash,
Inc. DigiCash, you will remember, was founded by
David Chaum, the father of modern financial cryg-
tography, and is the company which holds the blirid
signature patent, the original patent omn
anonymously-transferable digital bearer certificates.

Unfortunately, after finally getting control of his;
company'’s intellectual property, Mr Loftesness noy
has to pay down a mountain of debt, mostly in failed
bridge loans to venture capitalists, all of which ar.e
secured by those patents. .
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In my opinion, this debt may already exceed the
estimated experimental licensing revenue remaining
in the useful lifetime of the patents involved. And,
given DigiCash’s failure to find a market for their
digital bearer certificates, licenses for experimental
purposes is about the only alternative left.

DigiCash is already in Chapter 11, and, unless
someone can see a way to market for that technol-
ogy that others haven't seen already, the firm may
not re-emerge.

And so, a group of us are looking at putting
together a research-based syndicate to hold the
DigiCash patents, or at least the most important
internet-only pieces of that portfolio, in order to
keep it from being tied up for the rest of its usable
lifetime. The idea would be to license it for re-
search purposes to all comers, and only when bearer
certificates using the patented technology were ex-
changed into book-entry assets would a modest
royalty accrue to the syndicate membership,
payable at the gateway between the internet and the
proprietary financial networks.

Syndicate members would get unlimited use of
the patent, or at least a reduced royalty rate, as
further remuneration for their investment. As much
as | hate the idea of path dependency, | think that
there are only so many neurones which any one
company can apply to the problem of digital bearer
settlement. If one company controls a critical bit of
technology, the chances are too great, in a still
incredibly experimental marketplace, of a dog in the
manger preventing anyone else from making some-
thing happen.

Internet years are too short for the rules on patent
duration as it is without financial cryptographers
trying to be software developers, or banks, or any-
thing else; something I've railed about on the net
many times in the past few years. Since invalidating
the very idea of software patents anytime soon is
not reasonable (to the contrary, even business pro-
cesses seem patentable at the moment, one look at
the Walker Digital patent farm tells you that much),
it might be worth figuring out a way for crypto-
graphic protocol inventors to get paid for their
intellectual property without holding up research in
the field for everyone else.

While | think forming a syndicate to hold those
patents, or a royalty association, something like
what ASCAP does for songwriters, is the way to
solve the problem, I'm certainly open to other sug-
gestions.

So, there, after about six months, you have it. Not
only have | discussed the enormous possibilities of
the emerging world of digital bearer transaction
settlement, but I've shown you how to do every
financial instrument you can ever imagine in digital
bearer form, using ubiquitous geodesic internet-
works as your marketplace. All of this, hopefully,
for significantly less cost than it would be to drag all
those book-entry audit trails behind you all over the
internet. | certainly enjoyed this series of articles,
and | hope you did, too.

Robert Hettinga is the CEO of Philodox, in Boston

MA
Email: rah@philodox.com
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Waterhouse
plans IPO this
spring
Waterhouse is the
latest brokerage
planning to go
public, in a long-
expected move by
its owner to cash in
on investor
infatuation with the
Internet.

Waterhouse's parent,

Canada's Toronto-
Dominion Bank,
said it plans to sell a
10 percent stake in
its discount
brokerage
operations to the
public this spring.
The stock offering
could value
Waterhouse alone at
up to $10 billion.

Broking

Internet bearer underwritin - g: it’s time
by Robert Hettin ga

The weeks runnin g up to this year’'s
Financial Cr yptography Conference
(FC99) were really amazing, espe-
cially if you're a fan of di gital bearer
transaction settlement.

First, there was a lot of excitement about the fo
coming disposal, out of bankruptcy, of the DigiCz
patent portfolio. This includes David Chaum’s bli
signatures, which are useful, as you remember
macro-scale cash, bonds, and even equity.

Mark Briceno, a former DigiCash employee ni
turned dealmeister, said at FC99 that he has
together a syndicate which includes all of Di
Cash’s former licensees, and that upon acquisi
the patents will be royalty-free for open source |
experimental use. Unfortunately, two of |
promised closing days since have come and g
however.

Yet, | recently talked to Nicholas Negroponte
the joint MIT Media Lab/USENIX Things the
Think / Embedded Systems Workshops. Ne
ponte, the Media Lab’s founder, is also, hopefu
the final Chairman of DigiCash, and has arrows
his back to prove it. He was talking to me qt
nicely about Zero Knowlege Systems, the prim
sponsor of Briceno’s syndicate effort, so ma
something is in the offing. Finally.

Another wierd thing happened to me the w
before the conference, when | got a query froi
local investment banker, representing a public
poration with $5 million in cash and $7 million
market value. He proposed creating a compan
buying both DigiCash and DEC/Compagq’s Millice
technology. | went downtown to visit him, and s
no, that wasn't a good idea, but that doing some
of publically-held financial cryptography pate
royal trust, a cross between an oil-patch deal
Buffet's Berkshire Hathaway, might be a fun thing
try. His firm didn't like the idea, but | still think it
a good one, and, upon leaving, | felt like | w
resigned to evangelizing this stuff to deaf ears
ever.

But, that very night, things changed enormouslh
got an email message that night from Ron Riv
sent to John Gilmore and Paul Kocher and cc'c
me and Adi Shamir. Rare company, indeed.

Ron Rivest and Adi Shamir are, of course, th
and S of RSA, the DC3 of the public key cryptog
phy business. Rivest, himself of MIT, is responsi
for RC4, the cipher behind the lock that appear:
your browser when you encrypt your credit ci
number to Amazon and purchase a book.

In addition to co-inventing RSA with Rivest, A
Shamir, from the Weisman Institute in Israel, |
blown up more ciphers, more smart-card hardw
more supposedly secure commercial cryptosysi
than practically any other man alive.

John Gilmore is one of the founders of Sun |
crosystems, one of the founding board member
the Electronic Frontier Foundation, and a found
cypherpunk. For someone who's stirred up so
trouble, and with all the right people, he’s one of
kindest folks I've ever met.

Gilmore’s also the man who funded, for $250,(
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of his own money, a special-purpose cryptographic
supercomputer humorously called ‘Deep Crack’,
which broke the US Government-mandated 56-bit
Data Encryption Standard, or DES. In less than 3
days. At an amortized cost per key of about $360.

Paul Kocher, a well-respected cryptographer with
several famous cryptosystem attacks of his own to
his credit, was the man who designed and built
‘Deep Crack’ for Gilmore, and who now runs it
occasionally, on behalf of the EFF, under whose
auspices the DES effort was undertaken to begin
with.

DES is ubiquitous in finance: $3 trillion a day in
currency transactions are encrypted using DES, for
instance. Breaking DES, in so short a time, and
especially for so little money, was an act which sent
shivers up the spine of bank security professionals
everywhere.

It's even worse than that. 56 bits, the largest
keysize possible with DES, is also the largest key-
size allowed for export by the US government. Not
a good place for the financial community to be in,
technology-delaying ‘exemptions’ for financial
cryptography aside.

So, into my email inbox arrives a message by and
for the aforementioned cryptographic pantheon. The
message says, quite simply, that just by designing
and building a special-purpose machine to brute-
force-search the DES keyspace, Kocher and Gilmore
had inadvertently constructed a prototype Mi-
croMint machine. They had, without knowing it,
built a machine which would mint money in very,
very, small denominations. A production machine
would start at one thousandth of a dollar and go
down from there.

| just sat there, stunned. | thought it would be
years before something like this was going to hap-
pen. Digital bearer microcash has always been my
‘way out there in left field’ scenario, something |
used to scare old people, children and politician
with. | joked about routers that would use mi-
cromoney to buy bandwidth low and sell it high,
saving enough out of operations to buy a copy of
themselves. Or about toasters which would buy their
electricity out of the wall. Or cars which pay tolls to
use neighborhood streets and roads. Privately
owned streets and roads, much to the joy of libertari-
ans everywhere.

Rivest apparently cc’d me on this amazing email
message because | had talked to him over lunch,
almost two years ago, about commercializing Mi-
croMint someday.

So, in my reply to this email message from crypto-
graphic Olympus, | effused, at typical great length,
about my underwriting model for digital bearer set-
tlement, and how, since the prototype was already
there in the form of ‘Deep Crack’, it was probably
time to talk about building a production version of a
MicroMint machine. Somehow. An actual financial
cryptography supercomputer, probably costing sev-
eral million dollars or more. Somehow.

Since everyone but Gilmore was going to Anguilla
the next week for FC99 anyway, something I'm sure
Rivest knew when he'd sent the email, | proposed
that all of us talk about it there.

Immediately, | started emailing all the other peo-
ple | thought | needed to make this work. Fortu-

(Continued on page 15)
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(Continued from page 14)
nately, they, too, were almost all going to Angunla'
for FC99. .

The very first person | wanted sitting on my;
shoulder for a reality check, Jiminy to my Pinno-
chio, was Paul Guthrie, VP of Advanced Technols
ogy at VISA. Paul has been a long-time subscriber
to my all digital commerce and financial cryptogra-s
phy lists, and has gone to every one of my Financial
Cryptography conferences since the beginning. |

Paul and | have talked extensively in the past
about what it takes to effect a withdrawal of digitale
bearer cash from the automated teller network on o
the internet, instead of a mere purchase of digital
bearer cash with a credit card. Even more impoi:
tant was solving the problem of deposits from the
net, which, oddly enagh, is not intractable at all.
Since VISA has it's hand in practically all funds-
transfer and payment-systems networks, espeually
for my purposes, the PLUS ATM network (Cirrus ise
owned by MasterCard), Paul's a very good persoh
to know, and we have a lot of fun talking about thig
stuff.

It dawned on me, as we approached the confet
ence, that the only two people | really needed to tak
to to see if this was technologically possible, bettes,
to have talk to each other, was Paul Kocher, thg
builder of ‘Deep Crack’, and Paul Guthrie, whos
could figure out in detail what integrating a Mi-.
croMint machine with the rest of book-entry finan-2
cial system meant. Everyone else was just WlndOW
dressing. .

Did | get some amazing window dressing. 2
ended up with a dinner, for 17 people, at a nice
French resturaunt just down the beach from FC99%
first-night cocktail reception. | just went around thes
room towards the end of the reception, grabbing
everyone | thought | needed and hauling them doWh
the beach to dinner.

Besides Duncan Goldie-Scot, of this newsletterq
this crypto-herding exercise included people like
Nicko van Someren, the founder and CTO of nCis
pher, a British company which makes cryptographié
accellerator hardware for internet commerce; Adarf
Shostack, cypherpunk turned CTO of Netect, a
network security software company; Feargha$
McKay, former British Internet Society chairman?
and now CTO of MIDS, an internet traffic-analysis-
company; Derek Atkins, of PGP 3.0 fame and now}
of Lucent; and Jason Cronk, owner of a large
Florida web-hosting firm, and a big advocate o
cash-settled geodesic recursive markets for intelle¢-
tual property. .

| didn’t grab Ron Rivest himself and shove hime
down the beach towards dinner like | did the resf
because as someone with lots of people wanting his
attention | figured he would be busy. But, to mye
surprise, after we had all sat down to dinner, Rivest
and his wife wandered in for dinner on their owng
and they came and sat with the rest of us. | was vexy
happy.

So, after sitting all the right people together so
they could talk to each other afterward, | banged oh
a glass for attention and got everyone caught up ¢n
Rivest's email message about the possibility of
‘Deep Crack’ being used to run MicroMint, kicking «
off an excellent dinner conversation on how tc
make an internet bearer microcash system happen-.

It turns out that while it may be a little compli- ¢
cated to make changes to the ATM system to alloy
deposits from a third-party machine in much the.
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CBA launches
same way that you can make withdrawls now, youJsS share
can use other systems like ACH to get the sameradin g
result, and, in fact, most of the problems faced by &ervice
nacent MicroMint are regulatory. People like Paul The Commonwealth
Guthrie kept beating me over the head with Federqlfa”k of Australia
Reserve Regulation E, which, as currently wr|tten,sﬁ§r'§‘{'rg%?§g R
prevents digital bearer cash from being treated theyr retail investors.
same way as paper bearer cash is. Commonwealth
At this point | said something fateful. | said, ‘If fsecu”“es pevy
- - acility is the third
you guys can design a system which allows me tGtiative that it has
withdraw money, in microcash, from my bank ac- announced so far
count over the internet, and to deposit it later the%hggfaeﬁl:afollgvdlnncgh
same way, I'll get you guys, Ron (Rivest), Paul ! of both Its%argm
(Kocher), Paul (Guthrie), and Nicko (van Someren)iending business and
in front of Alan Greenspan himself if | have to, demoits internet-based
it, and get Reg E changed.’ %erf,gge,ﬁﬂgg;wce
Dead silence. Followed by skeptical laughter allp;siness has already
around. generated significant
Fortunately, I'm still immune to this stuff. I'd income.
been there before, and | consoled myself with my
favorite Schoppenhauer quote, the one about how
new ideas are first rediculed, then fought violently,
and then declared obvious.
Yet, Greenspan, a not-so-closet libertarian, if not a
closet ‘Austrian’ economist, loves the idea of private
currencies like we would be doing with this Mi-
croMint box, and, if talked to in the right way, he
would probably become an advocate for a revision
of Reg E to account for digital bearer cash.
So, for the next day or so, | couldn't get this idea
out of my mind. It was dawning on me that, because
of developments with the DigiCash patents, and
especially with this news about MicroMint, that
there was simply no scientific or technological ob-
stacle whatsoever to the underwriting of internet-
based digital bearer instruments, not just microcash,
not just ‘macro’cash, but, someday soon, debt, eg-
uity, and any derivative thereof.
It's time to do some actual finance with all the
financial cryptography. Later in the conference I
came up with a company name for an internet bearer
underwriting corporation. | called it, oddly engh,
the Internet Bearer Underwriting Corporation. The
fact that the corporation’s initials sound like ‘I-
Buck’ never entered into my mind.
Two weeks ago, | went downtown to the lawyers
who incorporated my last company and got the ball
rolling. We registered the Internet Bearer Under-
writing Corporation in Delaware a week later, and
I'm actively seeking officers, a board of directors,
and, of course, shareholders. 1 have signed the
incorporation papers, so | guess it's official.
I’'m hoping to turn the key on all of this, to go live
to the net, by the first week of July, 2000. That
should allow whatever Y2K hysteria is left to tran-
spire, certainly, but it's mostly because | don't think
| can raise money and get anything built faster than
that, anyway. And, frankly, it will probably be later,
‘internet years’ or no.
| want IBUC to underwrite, after 5 years, $30
billion a year in internet microcash, in bearer form,
at an average front-end load of 85 basis points.
That's how the investment hockey-stick looks, any-
way. $30 billion is a scary number in the technology
business, but it's not too scary in finance remember
that $3 trillion-a-day currency market.
So, wish me luck, everyone.

Robert Hettinga IS the Internet Bearer Underwrit-

ing Corporation of Delaware
Email: rah@shipwright.com
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Endpiece:How to build a bearer underwriting revenue model

At the end of last month | began building the revenue model for IBUC, the Internet Bearer Underwriting Corporation, winileul fou
here in Boston, and wrote about in the last issue. You can ‘back’ into some pretty interesting numbers without dointeatratirket
all, something which is, frankly, impossible anyway, given the mostly unknown, and not insignificant capital cost of inglding t
MicroMint box, for instance. Frst, you need an adoption curve. Typically, people in marketing use the logistics equagon’s cu
our case, however, we had some real data, the historical and estimated future dollar volume of internet retail transeletions, wh
course, are mostly credit card transactions. We got some from a fairly reliable source. These adoption curves staallin the
hundreds of millions i1995 or so, and, from 1996, they grow at a compommdia growth rate of abodi00% or so over the last
four years, into the tens of billions for this year. Using this time series, we now have as good a guess for an adopsamguore

a proposed digital bearer payment technology. If something proves useful, it'll probably be adopted this fast, and ttdone ri
probably won't be complementary or competitive with existing transaction types, thus increasing the dollar volume of inter
transactions over time. So, we can take this normalised curve and tweak it for all transactions executed by mulitip8diigctioel c
number by some factor, or, we can use it fractionally, like we did, to gin up some numbers for a specific product. Agairhaau

into a fairly nice approximation with actual data. Every year, the Bank for International Settlement publishes a repgrtishowin
global transaction counts and dollar volumes by each payment method, cash, credit cards, checks, wire, ACH, and soeforth.
virtually all transactions on the internet are executed with credit cards, if an meatspace-equivalent-risk digital forin dig#tsd
bearer form, it's safe to assume that we might apply the meatspace ratio of that method to credit cards to the cyphérspate crec
number. Of course, that doesn’'t work so good for MicroMint-based microcash, which doesn’t have a meatspace equivalent, but
good start. So, use that factor times whatever market penetration number you think you can justify, and you have, epnila, a re\
curve. So, now, we need an upper bound to all this unbounded enthusiasm. My CFO and | were wondering how we were going
this, when, we remembered that we were in the underwriting business. After rooting around a bit, it dawned on us tha&&blsiman
had just filed a shelf offering for their IPO, so we went to the Securities and Exchange Commission’'s EDGAR website tat go loo
it. Right up there, on a metaphorical movie screen, was about a megabyte of information on how to be an underwriterthiecluding
size of the global capital markets, Goldman’s underwriting revenue and profits, and a whole host of other goodies. When we
through reading this, we were swinging from the lamp pdSteers, Robert Hettinga Email: rah@shipwright.com



Regulation IN BRIEF
UK tipped as
How will regulators work in the new net economy? Egmgrscg
by Bob Hettinga hub
Britain is poised to
lead Europe in the
. exploding electronic
Regulators have not even started . tries have extradition treaties with each other forggg‘STeedbe‘;ri?grketv
to get to grips with the challenges « violent crime, and most at least for fraud, if not nec-advanced technology
they will face in the wired world + essarily for other financial or tax crimes. If the ?nd St_atlus afamglor
' + aforementioned gold-denominated Burmese opiumgﬁﬂg'gdﬁgﬂt%e s
In the summer of 1996, about a year after & futures were illegal in one place at all, current Iegalitzrf]]ci‘%aci‘?rtlernational

bunch of us started the Digital Commerce Soci$
ety of Boston, friend and fellow ex-cypherpunks
Perry Metzger, formerly of Bellcore and Morgan «
Stanley and now owner of Piermont Systems
(www.piermont.com)a well-regarded financial ;
computer security integrator, came up from News
York to talk to us about how financial cryptogra- «
phy would allow the issue, on to the net in digitals
bearer form, of any financial instrument we;
could conceive of. Perry discussed some whims
sical ‘gold-denominated Burmese opium fu-e
tures’, for which he named his talk that day. .
Implicit in that title, of course, was the point |
that government financial regulation, and, some*
day, governments themselv
were somehow * optional’ in
world of totally anonymous, b
still non-repudiable transactions.
Eric Hughes, one of the c¢
founders of the cypherpunk cr
tography enthusiasts’ list, wi
even further in his thinking.
liked to say that, in imagining
world with ubiquitous interne
works and strong cryptography,
helped to ‘think like an illegal a
tor'. Imagine, in other words,
world of ubiquitous recreation
vices, murder-for-hire, and all ti
other staples of any good mj|

opinion h(_)lds, cyberspace makes them extraditabl apability, the UK
and thus illegal, everywhere, no matter the server’ gan act as the
physical jurisdiction. _ _ f'folﬁri‘r’llft’:r"’r‘gtﬁi’g‘rﬁg‘l"’ay
Yet, cryptography itself, the thing which could so transactions and
romantically change this state of affairs, is still be-xchanges over the
. . RPN , - internet,’” Intel Chief
ing * decriminalized’ , and, recently, it has been gxecutive Craig
done so an astonishing rate. Within the last monttBarrett told a CEO
alone, Canada, Germany, and Britain, even Francéé’cnrfﬁgfggj on
who virtually outlawed cryptography of any
strength whatsoever, have all seen the writing on
the digital commerce wall, and have announced,
grudgingly, that they will explicitly ‘decontrol’
cryptography in some fashion or another.
As people on the net have known for years, na-
tion-states can now see that digital
commerce means financial cryptog-
raphy, and that financial cryptogra-
phy must, of necessity, be the strong-
est possible cryptography available if
it is to be of any use at all.
In other words, nation-states under-
stand one of Hettinga's many ‘laws’
of digital commerce: Financial cryp-
tography is theonly cryptography
that matters.
Even national security is taking a
back seat to commercial ‘signals in-
telligence’. Last month, the US Con-
gress found itself the scene of the
most amazing spectacle, with the Na-

novel: all of it available, with im- :
punity, everywhere, all the time, on the net, for &
price. A frankly romantic vision, now, in hind- «
sight. .

If anything, recent history seems to show oth-
erwise: all law seems to be enforceable every:
where, all at once. .

For instance, several years ago a gentlemah
was extradited to Tennessee and convicted fdr
the pornographic contents of his California com-s
puter bulletin board. .

Within the last few years, two members of thes
cypherpunks list themselves have been cor{
victed, and sent to jail, for making public threats?
to specific federal judges and officials, both in-e
volving completely hypothetical digital-cash- «
settled assassination auctions. Hypothetical, df
course, because there isn't a working digital cash
system, among other things. One of those con-
victions seemed, to me at least, more for a forna
of tacky political performance art than any physi-;
cal threat to a judge, though the judge apparently
thought otherwise. .

And, of course, we should expect equivalent
international incidents of these kinds, sans theaf-
rics, sooner or later. After all, aimost all coun-¢
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tional Security Agency claiming, of
all things, attorney-client privilege in order to keep
from discussing Echelon, a 40-year-old ‘I'll spy on
your people if you spy on mine’ co-operative eaves-
dropping arrangement between the intelligence ser-
vices of most developed nations.

Yet, the primary reason for such sunshine in dark
places is not politics at all: it is business.

In the ultimate swords-to-ploughshares exercise,
Echelon data, obtained at enormous taxpayer cost,
is now being used, evidently, to give US companies
an economic advantage in their international busi-
ness negotiations. Why? Because, of course, other
countries do it fortheir citizens. France, with its
ironically strict cryptography controls, has been re-
peatedly caught informing companies like Bull and
Airbus about the results of its operations against
companies like IBM and Boeing.

Access to Echelon data seems to have even been
offered by David Aaron, the Clinton administra-
tion’s erstwhile roving cryptography ambassador, as
an inducement for countries like Australia to sign
on to the Wassanar ‘ arrangement’, an ‘informal’
agreement among a large number of industrial na-
tions to promote so-called ‘key-escrow’ encryption,
(continued on page 14)
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IN BRIEF

Mondex
expands in
Asia; Proton
enters Africa
MasterCard
International’s
Mondex subsidiary,
which made a
breakthrough into
Japan four months
ago, has announced
the formation of a
franchise for South
Korea. And Proton
World International,
which is partly
owned by Visa
International, made
its first landing in
Africa-a potentially
extensive electronic
purse system to be
managed by
Securecard Trust
Company Ltd. of
Lagos, Nigeria.

Regulation

(continued from page 13)

a form of cryptography where the government hi
copy of everyone’s encryption keys. Key-escrt
or Government Access to Keys (GAK) to its fo
is, of course, mutually exclusive from digital col
merce, and GAK'’s various US legislative incari
tions have been steamrollered accordingly.

My guess is that the Jospin government fin:
figured out that ‘infowar’, when it happens, w
occur not between nation-states, but between |
nesses, and that the best way for France to pr
her businesses, and thus her tax base, is to i
their use of the strongest possible financial cryp!
raphy available. Which, given the eventual use
financial cryptography on the internet to hide
vate financial assets from confiscation by nati
states, makes for a marvelous paradox indeed.

So, what about that romantic vision of ‘ cryptos
archy’ , as Tim May, another founding cypherpu
called it?

Remember, most of the acts that we call crim
today, especially those involving violence and pr
erty, still happen in ‘meatspace’, the abode of
mans, and not ‘cypherspace’, the abode of
crypted electrons.

Meatspace, as anyone who has seen (or
pected) a surveillance camera knows, is becor
more and more supervised with every iteratior
Moore’ s Law. A digital CCD video camera, rea
to be plugged into the internet as a web-cam,
for less than $100 these days. Thus, it' s no sur|
that an overwhelming majority of this surveillan
is the completely private supervision of complet
private property to prevent that property’s theft
damage. Yet, people don't complain about 1
ubiquitous videography nearly as much as t
would if a government did it. In fact, except 1
ostensibly personal spaces like restrooms or
ployee locker rooms, people don’ t complain at
about private supervision of private property.

Do you see a pattern emerging, here?

As we encrypt our digital property to protect it
‘cypherspace’, making it more invisible to natic
states, we increasingly supervise our physical p
erty to protect it in meatspace, making it mois-
ble if you will, all without requiring a nation-stat
to do it for us.

More important, we increasingly enforce thc
property rights with private means: security gual
for example, armed or otherwise. That's beca
like everything else we buy, it is increasing
cheaperto buy private goods and services tf
‘public’ ones, even force.

Put another way, direct payments, priced in €
tion markets, are increasingly cheaper than trar
payments, at a calculated price, between var
accounts on a firm’s, or a country’s, books. Pro
sor Von Mises and his calculation argument age
socialism strikes one more time.

Moore’s law accelerates this by dramatically
ducing transaction costs, both in obtaining :
processing necessary market information, first v
cheap telephony, personal computers and faxes
now with email and the web, but also in reduc
the execution cost of those transactions themse
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with SSL and digital signatures for credit cards and

checks, and, eventually, the clearing and settlement
cost of those transactions as well, with digital bearer
financial cryptography.

The result of lower transaction costs, as Coase
tells us, is smaller, and more autonomous, ‘firms’
private, public, or otherwise. The fractal disintegra-
tion of large hierarchical empires like the former
Soviet Union, or Yugoslavia, is a case in point, but
so too is the peaceful ‘devolution’ of centralized
power to smaller governmental units in both the US
and Britain. Or, even, when one thinks about it, the
apparent commercialisation of the Chinese People’s
Liberation Army.

Nation-states, like their aristo/theocratic predeces-
sors did with industrialism, will have to stand back
and let the geodesic train go by. And, like aristo-
crats and theologians before them, politicians will
increasingly become mere ceremonial appendages
to a larger, more geodesic, economy and society.
The nation-state as entertainment, if you will.

So, we might actually have gold-denominated
Burmese opium futures someday. Financial cryp-
tography allows anything to be bought and sold, of
course, as long as it can be represented on a wire
with bits. Getting delivery of physical goods in
some eventually private ‘ jurisdictions’ may be an-
other thing altogether.

We might even have, heaven forbid, auction mar-
kets for private-sponsored assassination itself, just
as Hughes and May predicted, so long ago, at least
in net-years. Certainly the death penalty is a type of
state-sponsored assassination, and lots of countries
still have that. Commercial assassination, ala ‘The
Godfather’ is a, um, horse, of a different colour en-
tirely, though.

War is, of course, murder on a grand scale, and
something the more centrally-controlled nation-
states have been particularly good at in this century.

But, | think, on the whole, with enough private
supervision of private property, physical crimes,
especially violent ones, will decline over time, and
maybe even dramatically.

War and murder, are, after all, seriously bad for
business - ask any Serbian shopkeeper these days -
and the best way to prevent vandalism and the de-
struction of property, even on a large scale, is to
identify the people doing it and then physically pre-
vent them from doing so. This process would start
from the ground up, it would seem to me, just by
securely broadcasting criminal actions to a geodesic
network, and warning others nearby to secure their
property, and by force, if necessary.

So, even if, over time, most financial assets will
migrate to the net, and the ability for an individual
to act remotely to effect a physical outcome - even a
violent one - increases, this action-at-a-distance can
only occur within the bounds of someone else’s pri-
vate surveillance and protection scheme.

Your freedom to act ends where my nose begins,
in other words.

That is not an intolerable state of affairs at all.

Robert Hettinga is the CEO of the Internet Bearer

Underwriting Corporation of Delaware
Email: rah@ibuc.com
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Micropayments

Divine Providence

Internet content without transfer pricing
by Bob Hettinga

Bob Hettinga continues his series
about his start-up Internet Bearer
Underwriting Corporation — IBUC

00000000

| started IBUC, my new internet bearer under-
writing venture, because bearer micropayments,
a technology | had left for the distant future ofe
internet commerce, had come out of nowhere tQ
be the easiest technology to implement first?  «

The same kind of unexpected, amazing thind
happened on the demand side of the equation last
month, when internet advertising revenue began
to decline precipitously.

It was only within the past year that advertlsmg-
revenue was overtaken by commerce revenue §s
the mainstay of the internet economy. First withe
brochure sites for companies such as AT&T.
made by companies with names such as net.
genesis and RazorFish, and then with internet
gold-rush sites such as Pathfinder, HotWired;
Yahoo, Lycos, and Excite, it seemed that the
only way to make money on the net was to eithe}
construct a brochure site, which itself was noth#
ing but an advertisement, or own a content sites
which was itself supported by advertising. Ever{
better, obviously, was selling equipment and sere
vices to those who did one or the other of the
above. Gold pans and blue jeans to the miners. ¢

The realisation that inventory databases could
be linked with financial cryptography on a web-?
server means that commerce for things normally
stored in warehouses and sold by salesmen has
exploded on the net. Companies such as Defl
and Cisco get a majority of their multi-billion- «
dollar revenues straight from the web, for in-?
stance. The total amount of internet commerce i
expected by several sources to top a trillion dols
lars by 2002. With the very sizeable exceptior
of financial assets (a majority of all individual «
stock trades will soon be originated from the?
internet, for instance), and travel services, most
of that prOJected internet commerce revenue wilf
still be for items you can physically touch, thingss
which are delivered later, instead of now, thingss
which you'll keep after you purchase them and:
not literally throw away after a single use. .

But it isn’t that commerce for books, com-
puters, and other actual stuff is just getting blggef
than that for advertiser-paid content. Not at alls
Advertisements on the web have shown thems
selves to be eminently ignorable by the web-+
browsing public, and, as a result, advertising
revenue has actually fallen, and considerably so.
Every large web-content site you have ever hearfl
of has a huge budget for advertising outside the
net, print, magazine, television, even radio, bes
cause ads on the internet itself just aren’t thag
effective. And, yet, what these very firms sell,»
ostensibly, is internet advertising, and not the
actual content of their websites. So, while thingg
haven't reached panic proportions yet in the cons
tent business, it will be interesting to see how,
content providers are going to react to all this. «

The very definition of industrial-age mass me-;
dia is that it is produced on something cheap
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Bank of
America takes
net to its
Military Bank
Bank of America
announced that it has
launched an addition
enough that it can thrown away after consumptionintroduction of an
Of course, geodesic media has the same or cheaﬁ&lfvrggt(mng
delivery cost. Furthermore, Moore's Law on a pankofamerica.com/
ub|qU|tous internetwork allows the size of a military) that allows
‘production run’, or ‘audience size’, to approach m"'tafya”dt
one. Or, at least, you could do it that way, if youZoyernmen
could lower your transaction costs far enough. Inworldwide access
other words, in a geodesic medium such as the ne%‘l hours a day to
it will probably turn out cheaper to actually pay the reg[lg‘rclgﬂfgg
content’s creator directly for custom content with
digital bearer microcash than it is to ‘target’ adver-
tising through one or more industrially-organised
‘infomediaries’ (or whatever McKinsey's buzz-
word-du-jour is these days).
That'll be true no matter how big, or fast, your
customer datamines can be. The market is your da-
tabase, in other words. Database marketing, just
like database transaction settlement, will choke on
the sheer volume of ‘targeted impressions’ it has to
monitor, and, more important, transfer prices it has
calculate to pay for those impressions. A geodesic
market sees such information choke points as dam-
age, and routes around them.
Advertising supported mass-media, is, of course,
the quintessential transfer-priced command econ-
omy. That is, accountants, not markets, attempt to
calculate the value of whatever content an adver-
tiser purchases on behalf of that content’s consum-
ers, using not-always-accurate heuristics like cost
per thousand impressions, say, or percentage audi-
ence share. As most serious students of finance al-
ready know, it was the demonstration of the near-
impossibility calculating a transfer price which re-
sulted in most of the Nobel prises in economics
given out in the last few decades. And so, as I've
said about financial cryptography and cryptography
itself, financial economics is the only economics
that matters these days. In fact, the only time trans-
fer pricing is even attempted is when transaction
costs outside the firm were too high, for one reason
or another, to get a market price. This is, of course,
Coase’s theorem, the fundamental theorem of mi-
croeconomics, and that theorem, in turn, is the very
definition of what is, or isn't, a firm. More to the
point, transaction cost determines exactly how large
any firm can be.
The very concept of economy of scale comes
from this. Since we at IBUC have sworn ourselves
the equivalent of a barbarian blood-oath against
transfer pricing on the internet, we have always
considered web-page advertising as an almost uni-
tary proxy for the potential content segment of digi-
tal bearer microcash market, and thus completely
fair game when we go ‘viking’ in that direction.
However, it now appears, the market for that uni-
tary proxy has fallen. Does mean that there’ll be no
more content on the internet, especially at very low
cost? Hardly. It only means that transfer pricing
doesn’t work as a way to pay for internet content.
It's only really a problem for industrial-style distri-
bution hierarchies, not the people who actually pro-
duce new content. As the technology of internet
content delivery keeps exploding, and the price of
distribution itself collapses accordingly.
MP3 audio files proliferate, much to the conster-

(continued on page 14)
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IN BRIEF

Intuit adds
another 61
OFX firms

Intuit has announced
that 61 more
financial services
companies are
offering customers
the abllity to connect
their financial data
with their Quicken
software via Intuit's
Open Financial
Exchange-based
web connect
technology. Web
Connect allows
users to download
updated account
information from
their financial
institutions directly
into Quicken. Intuit
now provides online
data connectivity to
745 finance firms.

Micropayments

(continued from page 13)

nation of record company executives everywh
And much to the delight of those artists gett
heard by more people just by disintermediat
those very same record companies. And, it's
ting cheaper.

All this new networked content business need
a new way to pay for it all at that exponentially f
ling delivery price. (Shhhh. If you listen very cal
fully, you can hear a Norse rowing song coming
the river) So, while most industrial conte
‘infomediaries’ may be hiding behind their cas
walls of lawyers, professional managers and str
gic consultants, the smarter ones are investing i
tle danegeld to get involved in these new marl
for content and get along with their new barbal
neighbours. After all, artists just want to be s
and heard, not sell to themselves.

Intermediation doesn’'t go away in this ne
world: it atomises into smaller and smaller bits w
each iteration of Moore’s law. So there is a way
pay for micro-cost content, and that is digital be:
micropayment. It's simple to imagine a protos
where a content client keeps putting pennies in
server’'s coinbox for a certain number of megab
or seconds of additional streamed content. It's €
easier to see some kind of XML function for doi
things with each web page we see. The probler
most of this potentially valuable content is still, 1
all practical intents and purposes, buried deep in
the transfer-priced cost of other things, like ad\
tising, and even internet access. Internet ac
which, itself, is buried in the cost of telephony
certain tariff-mandated transfer-priced markets s
as Great Britain. It's ‘free’, in other words. TF
the word ‘free’ actually means a redirected payn
and a transfer price makes no difference to an v
formed, and, frankly, innumerate, public. They .
‘paying’ all that they want to for using the web, 1
internet access, and especially for telephony .
they expect the price to fall as time goes on.

It's what Michael Eisner likes to call the financi
‘box’ we have to operate in. As long as a ¢
tomer’'s cost to use the net falls over time,
happy, whether he pays cash to every websit
sees, or he pays for it by the month to an ISP, c
pays what amounts to a tax on his phone calls
get it.

How does a content provider bootstrap tt
Easy. Damn the torpedoes, sell stuff for cash i
way, and let the market sort it out. Transfer-pri
content is going to go away, one way or anotl
and clinging to the sinking ship of advertiser re
nue and other equivalents won't help matters.

What will happen in the content market is wil
always happens when revenue dries up: a shak
If it's not currently underway, that is. Pathfind:
for instance, is gone, subsumed by a separate
for each Time Warner’s media properties. The
ple who do things for free will continue to do
until their expenditures, or their opportunity cc
causes them to quit. The people who do really v
able things will continue to do so as well, and
paid for it somehow. For the rest, it's really a qu
tion of either being the lowest cost produc
distributor, or finding new revenue streams, or sc
combination of both.

My claim is that those in the last group will
people who focus on aggregating and distribu
content instead of creating it, that everyone’s gc
to be the lowest cost producer/distributor, that
transfer-priced revenue they were invented for
dry up. Any good market eats it's young, and
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that.

That brings me to something I've called a geo-
desic recursive auction. [I've actually talked about
the idea here in this column before, but this new
‘emergency’ in internet content revenue dictates a
little more detail in the discussion.

The idea itself is pretty simple. | create new con-
tent. | sell it to you for the most | can get for it, and
| keep doing that until nobody else wants to buy it
anymore. If people are deluging my server with
purchase requests, | raise my prices until the load
goes down to something manageable. If | have no
traffic, then I'm charging too much. Buy low, sell
high; charge all that the market will bear. Darwin
rules. By the same token, if | download something
from you, | can turn right around and sell it again to
anyone who wants to buy it, thus maybe recoup my
costs, and even make a profit. The assumption is
that on the net, things like copyright and other intel-
lectual ‘property’ controls simply cost too much to
enforce. It's hard to reach out and arrest somebody
over the net, particularly if functionally anonymous
bearer transactions are the cheapest possible trans-
actions. Also, the additional cost of copy-control
mechanisms such as ‘watermarks’, ‘cryptolopes’
and so on is simply too high for whatever extra
value they might provide.

Before the advent of ubiquitous geodesic internet-
works, much less auction-priced digital bearer
transactions, huge amounts of profit were eaten up
in the inefficient transfer-pricing of production as-
sets, or, more important, the information about that
assets, up and down the organisation chart and its
corresponding chart of accounts. Industrial-era re-
cord companies, publishers, and entertainment net-
works are all still fairly hierarchical entities today,
even though the economics of Moore’'s law has
changed their business considerably over the last
thirty or forty years. It's not without a reason that
the most important person in the movie business
these days is the artist’'s agent, and not the studio
head, for instance. Digital bearer cash, at suffi-
ciently small denominations, probably the $107-3 (a
tenth of a penny) range, or maybe lower, enables
the direct purchase, and, more important, the imme-
diate disposal of content after its use.

In so doing, it solves precisely the problem that
advertising does by batching impressions and trans-
fer-pricing the cost of delivering the content respon-
sible for those impressions. More to the point, it
uses economics and software to solve the problem
of copyright infringement, because storage cost
should vastly exceed purchase price. (By the way,
we at IBUC call $107-3 a ‘minidollar’ because
‘millidollar’ sounds too close to ‘Millicent’ a pro-
prietary trade-name belonging to Digital, now Com-
paqg. Another transfer pricing problem, yes?)

In other words, digital bearer minidollars give us
the exact industrial definition of ‘mass-media’ --
use it once and throw it away -- but without the
transfer-pricing overhead of hierarchically organ-
ised markets. Toffler's ‘mass-customisation’, in-
deed. Only there’s no industrial-era ‘mass’ to any
of it. Every single bit is paid for directly by the user
of those bits, in a hyper-efficient, auction-priced,
cash settled, geodesic, market. The customer, and
the producer, get exactly what they want, and more
of it, for less money. Sounds like progress, instead
of disaster, to me. And, of course, for us at IBUC,
it's almost divine providence.

Bob Hettinga is CEO of IBUC
Email: rah@ibuc.com

September 1999
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The Geodesic Economy
Robert A. Hettinga

"Who needs money anyway?": The New Monetary Economics, Monetary Separation, and Digital
Bearer Settlement

One of my best friends in the whole world is Mark Tenney of Mathematical Finance in Alexandria, Virginia. The best man
at my wedding, | met Mark during my mostly sad attempt to go to the University of Chicago as a "Student-at-Large", where
I snuck in the back door and hung out for almost a year before they threw me out -- though, to my credit, or lack there of, it
was for impecuniosity, more than anything else. "First thing you do, you get the money", and all that.

It was fun, though, and | did manage to transfer enough credit from Chicago to finish my undergraduate philosophy
degree at Missouri. Up until the last five years or so, when | discovered the "University of the Internet”, I'd always wished |
could afford to go back some day and play some more, especially in finance and economics.

Anyway, Mark was one of those scary mathematical prodigies who finished both high-school and college in three years
apiece, finished all-but-a-doctoral-dissertation in Physics at Brandeis in three years, hedging himself with an Master's,
then turned on a dime and did the same thing in Finance at Chicago, hedging again with an MBA in Finance. All this
before wading into the fray of quantitative fixed-income analytics-for-hire, swinging that claymore-sized intellect of his with
both hands.

Last year, | told Mark that | had decided to concentrate on digital bearer transactions full-time, and he asked a bunch of
questions like he always does when | reveal my latest off-the-wall idea. And not saying much in reply, which he also
always does, being one of the most laconic people I've ever met. That's okay, | suppose. | talk enough for both of us.

Anyway, a few days later, Mark calls me up, all excited. Well, as excited as Mark gets, anyway. "You could issue digital
bearer certificates backed up by an S&P 500 portfolio," Mark says with not much affect, followed by dead air, which is my
cue to talk.

"Yup," says |, chattering away, "That's easy. Old hat. We talked about stuff like that on cypherpunks years ago. The only
problem is, it's illegal in the US for various reasons, and proving that you're only issuing to and redeeming from foreign
nationals is really too complicated. We don't call it 'digital bearer settlement' for nothing. Of course, that doesn't keep
several smash-the-state cryptoanarchists out there from daydreaming, in color, about that idea pretty much full time.
Expressions like 'tax-evasion' and 'money-laundering' only make them work harder, after all. Me, I'm only in it to reduce
transaction costs. lllegal business is chump change compared to putting the entire global economy onto the net in digital
bearer form.

"Steve Schear and | even figured that you could do it with just about any stock, anywhere, from anywhere, as long as it
was legal in the jurisdiction you did it from . Sort of an "Unsponsored Network Depository Receipt”, UNDRSs, for short..."
and then, | proceeded to go into an entire rant on that . In four-part harmony. Arlo Guthrie would have been proud...

Finally, I run out of gas, like | always do, and Mark says, "If you issue digital bearer certificates collateralized by the S&P
500, you won't need cash anymore." More dead air.

"Well," | said, jumping back in, "maybe, maybe not. | mean, the dollar's pretty much pecunia franca right now, yes?
Anyway, you wanna write something up about it, and we'll zing it out onto some of my mail lists for comment?"

| figure that if Mark was excited enough, he could bash on the mathematical finance of this idea much better than | ever
could, being mostly innumerate myself, with my undergraduate philosophy degree from a midwestern state-school, and
leftover student-at-large credit from UofC.

| mean, the closest thing | ever got to a genuine financial education was sneaking out of the University of Chicago
Bookstore Graduate School of Business textbook section with books like Brealy & Meyers' "Corporate Finance", and
Sharpe's "Investments". Needless to say, reading stuff like that, and hanging around people like Mark at a place like
Chicago pretty much set my "if there's not a market for it, it really doesn't matter" view of reality into steel-reinforced
concrete. It's kind of the core of my anti-state bias as well, | suppose.

Mark is, of course, a pro at this kind of stuff, having figured ways to use Green's functions to kill off lots of Monte-Carlo
modeling, building closed-form solutions for various security prices, and so forth. His asset-liability models sit in the guts
of several very large insurance companies, and there are questions about his asset-value calculation methods on the US
actuarial exam. One of his latest projects is building the analytical core of start-up e-finance company in an as-yet
undisclosed European country, and his client before that was one of the largest financial services firms in the world,
owning well-known insurance and mutual fund companies everywhere you would care to name.

So, | didn't hear much from Mark about this idea of his anymore, probably because most of his "wetware" bandwidth is
paid for these days, with real money, and he doesn't have much time to spare for actual fun -- much less writing a
non-reviewed finance paper that | would just pass around the net for free. And so that's the last | heard of it for a while.

Then, a few months ago, after I'd started up my new company, IBUC.COM, to actually issue digital bearer cash and other
stuff some day, some newbie on the cypherpunks list talked about trying to do yet another internet currency, a smallish
rant with a whole bunch of, well, wrong stuff in it. So wrong, in fact, | can't even remember most of it. As is unfortunately
usual in these circumstances, | ended up writing my own rant in reply. It centered around my own favorite point on the
subject, that unless any "internet currency" was exchangeable into dollars , or some other standard unit of exchange,
nobody was going to pay any attention to it.

There have been several efforts on cypherpunks and elsewhere to think about synthetic currencies based on attention, or
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machine cycles, for instance, and, while using machine cycles to prevent forgery is at the core of most decent
micromoney protocols like MicroMint, but you have to denominate your digital bearer cash in something financial , or it
will be of no real use to normal people. Not that most cypherpunks care about being normal, you understand, but there it
is.

Nonetheless, | did toss off some nice words in the direction of the e-gold guys, who, at the time, were issuing a kind of
gold-backed "internet currency"”, albeit in book-entry form. They had been having some success with it, mostly among the
anarcho-survivalist gold-bug crowd. Meaning that a lot of very bright erst- and proto-cypherpunks have been playing with
e-gold, for reasons of politics, paranoia, or both. Or at least so | figured at the time, anyway.

Dr. Douglas Jackson, the oncologist-turned-founder of e-gold, is quite a bit more phlegmatic about these things himself,
though certainly never a fan of fiat currency. He understands, for instance, that storage costs can make gold-backed
account balances actually depreciate over time. But, in implementing the e-gold payment system, he and several
thousand e-gold users have ended up with quite a bit more experience in non-credit-card internet payments than anyone
else has to date, mostly because they didn't try to do anything too complicated in the early stages.

More to the point, all of Doug's competition (like First Virtual, CyberCash, and DigiCash, to name a few) have killed
themselves off going for the main chance. They kept trying to conquer the world, trying to be some kind of sole transactor
of business on the web, without understanding that finance is a business of herds and swarms and that nobody trusts
anyone who's the sole anything .

Meanwhile, Doug's still doing a tidy, if not land-office, business, precisely because he's not trying to take over the world.
In fact, I'd say that anyone who's interested in internet payment should pay more than a little attention to e-gold, or, as their
evangelist Jim Ray likes to call it, "The little internet payment system that could."

Anyway, lan Grigg, an expatriate Australian who | can't really call a cypherpunk -- more of a "moneypunk”, maybe, since
he's spent a lot of time lately down in Anguilla building things for e-gold, among other people -- sees this cypherpunks
rant of mine about internet currency after | forwarded it to dbs, the digital bearer settlement discussion list that | run. lan
observed there that if transaction speed was fast enough, the market would probably converge to a world without cash at
all. Shades of Mark Tenney.

Since | respect lan's opinion, because lan seems to have read every "Austrian" economist there ever was, and is a great
fan of Scottish free banking, not to mention because of all his work for e-gold, which now runs on his "Ricardo”
web-market-making system, | thought to myself, "Okay. Maybe. Someday. In the meantime, | want IBUC to do cash,
dollars preferably, thank you very much, and after that, other actual securities, and, after that , we'll see if the dollar really
does evaporate as the world's primary exchange currency.” And having said so to the list in reply, | left the discussion
there for the time being.

Which brings me to a little while ago, when | was half-to-three-quarters of the way through with a nice rant for this column
on something else entirely, and ended up throwing it all in the trash.

That was because of something | got in email from another friend of mine, one of the best internet transaction lawyers in
the business, John Muller, a partner at Bobreck, Fleger and Harrison, in San Francisco. Among other things, John is
Chair of the Web Site Working Group of the American Bar Association Joint Subcommittee on Electronic Financial
Services (say that ten times fast), and Co-chair of the Automated Transactions and Electronic Agents project of the ABA
Cyberspace Law Committee.

What John sent me was the most recent Electronic Financial Services Update, the back issues of which can be seen at
http://www.abanet.org/buslaw/efss/whatsnew.html, and in that update was "Towards a Moneyless World?", a paper by
Malte Krueger, of the University of Cologne and the University of Western Ontario, for the International Atlantic Economic
Conference, which was held in Vienna this past March. Apparently, this paper was also presented in different form to the
Second Berlin Conference on Internet Economics a little while later.

And, there, after converting PDF to PostScript, and then PDF to ASCII text so | could read it faster, there was a pointer to
where my friend Mark Tenney -- and, | bet, lan Grigg -- got the idea that as transaction latency and transaction costs go to
zero, the value function of currency converges to that of more "financial" assets: They were quoting, whether they knew it
or not, the so-called "New Monetary Economics" (NME), a phrase coined by Robert Hall, but conceived, in the early
1980's, by no less a pair of financial luminaries than Eugene Fama, of the Efficient Market Hypothesis, and Fischer Black,
of the Black-Sholes option equation. Others, like Krueger, apparently, call this the "BFH system", in their honor -- or for
other reasons, it's hard for me to tell.

Krueger says, of NME/BFH,

In the current system money (cash and deposits) is used as medium of exchange and unit of account. In
the BFH system there would be no common medium of exchange with a fixed nominal value in terms of
the unit of account. Instead, assets with variable prices are used. This implies that, in principle, any asset
could serve as a medium of exchange. An example that is often used to illustrate 'moneyless' payments
are mutual funds shares. The value of mutual funds' shares varies with the value of the funds' assets and
within certain limits they can be used for making payments. So, the medium of payment 'mutual fund
share' has a value that is not fixed in terms of the commonly used unit of account. Eugene Fama (1980)
argues that monetary separation is efficient because the financial system (Fama uses the term 'banks’)
serves two functions that are independent of each other: the accounting function and the portfolio
management function. Banks could fulfill the accounting function without holding assets or using any
medium of payment. It would be sufficient to have a unit of account. As an uninvolved third party, banks
could just keep records of transactions. The issue of liabilities and the purchase of assets is derived from
the second function, the portfolio management function. In this function banks help individuals to hold their
wealth in a form they desire.

What the above means to me is pretty much what Tenney and Grigg said, that Moore's law creates an increasingly
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geodesic, ubiquitous, public internetwork, which, coupled with the financial cryptography of digital bearer settlement,
"surfacts" currency into its constituent parts. Why keep something which doesn't earn you money, in other words? Why not
use something which is as risk-free as possible but still earns money while it's in your possession? Furthermore, the
longer money's going to be in your possession, the more incentive you have to invest in something where short-term
volatility isn't a problem. We'll leave discussion of my opinion on the "accounting” function as an exercise for the reader.

Anyway, Macroeconomists call this division of unit of exchange from unit of account, monetary separation. And, as a
result, we get more and more different kinds of exchange with decreasing transaction cost. Banks go back to being
"counting houses" instead of fiduciaries, trustees, keeping track of who owes what to whom, and the returns on money
are higher for the users of that money. The advent of the money-market mutual fund, was, of course, a step down this
road.

As to whether this means the death of currency, Krueger comes down on the side of network effects -- unfortunately
conflating them with path-dependency; network effects being cool, and path dependency being balderdash -- and says
that the opportunity costs of keeping track of various different asset classes, and, more importantly, exchanging those
different asset classes with others just to effect any trade whatsoever in a virtual re-emergence of barter, still costs too
darn much, and thus, the internet gives us monetary integration, and not separation. As someone said of Mozart, "too
many notes".

I'm personally not so sure, Moore's law being what it is. It might be easy enough with with enough bandwidth and
processing power to do all those exchanges and re-balance one's "portfolio” of money-equivalents, paying people in
whatever asset class they want, and still make more money than parking money as dollars in a bank somewhere, or,
worse, keeping cash on hand.

However, | also think that it'll be a while, just yet, for that world to emerge, and, frankly, | want to buy things with dollars ,
and right now.

By way of some even more twisted synchronicity, Krueger's paper then points to my friend Tatsuo Tanaka's paper on the
macroeconomic consequences of internet free banking. Which, oddly enough, | edited and recommended for publication
in the peer-reviewed internet journal First Monday four or so years ago. | even invited Tanaka to come up and present the
paper at a Digital Commerce Society of Boston luncheon shortly after the paper came out.

Tanaka says, first of all, that internet free-banking is like the expatriate-cash Eurodollar market on steroids. Internet
free-banking drives the final nail in the coffin of central bank control of any nation's currency, because, if a currency is
stable enough, and maybe even if it isn't, sooner or later more of the currency is "issued" on a fiduciary basis outside a
country, collateralized by foreign-held dollar-denominated accounts, for instance, than is issued by the central bank itself.
And the net makes where the money is, heh, immaterial.

Unfortunately, Tanaka also says that competition for underwriting cash to the net causes the eventual fractional
reservation of digital cash against its denominated currency, and that, sooner or later, crises of confidence in all those
different issues, and their various partial reserves, force the creation of, you guessed it, monetary union of some kind.
Tanaka liked to wax about the eventual creation of a central bank of cyberspace, thus setting most cypherpunks' and other
free-money advocates' teeth on edge, mine included, skyward-rolling eyes and all.

But the story gets weirder than that. Recently, Douglas Jackson and his crew at e-gold have been taking their association
with "moneypunks" like Mr. Grigg (and, um, others :-) ), to heart lately. They split themselves into a trustee-underwriter
relationship of several firms, and, in the process, have created an offshore subsidiary, based in, where else, Anguilla, to,
you guessed it, offer fractionally-reserved, (but non-blinded) gold-denominated digital bearer certificates, called, oddly
enough, DigiGold.

The idea behind DigiGold is to fractionally reserve gold denominated transactions, loaning out the reserve's other fraction
to offset the cost of gold storage, which, as we noted above, at a percent or more a year, is a considerable one if you're
trying to create a currency which is supposed to hold its value. In fact, lan went so far as to start buying and selling notes
denominated in gold recently, apparently as part of his work with DigiGold.

"Gold-denominated Burmese opium futures"”, indeed.

For one final bit of weirdness, | eventually got around to reading Glassman and Hassett's Dow 36,000 article in the
Atlantic Monthly, which, at the core of its analysis, notes that among other things and contrary to received wisdom,
equities held in the long term are much less risky than even long-term government bonds are, and how the market has
been compensating for that for the last few decades or so by driving equity prices slowly upward to their risk-adjusted
"reasonable” price. Like their title says, they say that the Dow could be at 36,000 and still be "reasonable”, whatever that
means. Mercy.

A splendid read nonetheless, whether you agree with them or not, and the bit about the risk of the equity market certainly
makes a compelling argument for a very, very, interesting result for us, in light of all of the above.

At the core of all modern financial analysis is the proposition that government bonds, especially short-term ones, are the
safest investment. They're safe because, for instance, the chance of the US government defaulting on any given 90-day
T-Bill on any given day is virtually non-existent. T-Bills are literally risk free, and all other investment is calculated against
them for riskiness. The Net Present Value equation, for instance, says that if the returns of a proposed investment are
less than you would get from a T-Bill, you should forget the investment and keep your money in T-Bills instead.

And, at every year of bond maturity, the government bond sits at the lowest point of the risk "well" for that maturity. Or so |
thought, until | saw Glassman and Hassett's description of what all financial theorists knew already for a fact, that the
long-term risk of the overall equity market is much less than that of even government bonds.

So. Can we back that "zero" equity-market risk down the maturity curve to the present? Maybe, with a derivative or two. |
haven't gone looking for the answer, and it's press time already. | wouldn't be surprised, though, and to walk out on a very
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thin limb, I'm going to assume it to be true.

Certainly the idea of, say an S&P 500, or maybe a larger-index-based "cash" starts to make sense, if we can do it. After
all, lan Grigg and his friends are trying, for all intents and purposes, to do roughly the same kind of thing with gold. Gold
hops around a bunch, and volatility is probably not a good thing for a currency to have. So any financial engineering you
can do to at least take the volatility down a bit would be good. And you'd want to do the same thing with equity indices,
because, as a functional perpetuity, a stock can be just as volatile as a 30-year bond might be.

What we get, if we do create a low-volatility equity-based currency, is really very interesting.

We get what Gene Fama and Fisher Black must have been thinking about back in early eighties heyday of the "New
Monetary Economics™: a completely private form of "riskless" return.

Think about that for a minute. Not only do we have digital bearer settlement, so we don't need the nation-state to provide
force and ensure the non-repudiation of our transactions, but we don't even need another kind of force either: the
confiscatory force of a nation's tax system, making for "riskless" government securities, which, in turn, undergird our very
concept of what risk is.

What we get is truly private  money. That is, someday we can create a completely synthetic currency based upon a
commonly-referenced equity market index.

Look, Ma, no currency board, much less a central bank. No guns. No sovereign. And we still get money. Amazing.

So now, instead of stepping back to a commodity economy to avoid state control of the monetary supply, using
something like gold to anchor value on the net, we can step forward into the information economy, the geodesic
economy: All we need to collateralize our transactions is a sufficiently representative and publicly known equity index, with
the volatility hedged for short term use using other publicly known derivatives. Presto change-o, a synthetic internet
security. And, of course, this works with bearer held stocks, if we ever get those, as well.

Finally, anyone who wants to can do this -- well, if their reputation's good enough. This is finance, after all.

Of course, the sticking point all this fun is the state itself, as | said to Mark Tenney more than a year ago. Remember all
the book-entry taxes and regulations about bearer ownership of bonds, TEFRA, et. al., here in the U.S., and then
exponentiate that number to get the regulatory barriers for bearer equity.

It'll certainly be easier, for the time being, to issue cash denominated in dollars than it would be to try to climb an
enormous ziggurat of regulators and legislators, telling all of them that issuing bearer-form equity-index-denominated
money would be a good thing, even if it completely removed their central banks, much less their very government
bonds, from the center of the financial universe. A lead balloon, indeed. Almost makes you want to believe in
path-dependency, that does.

But don't despair. Remember that if digital bearer transactions really do something I'm betting my company on, sooner
or later an equity index-based "internet currency" will in fact emerge as the best way to buy things.

Even more interesting, if we're right, government-extorted revenue will cease to be the foundation upon which the concept
of "riskless"” return -- and all of finance itself -- rests.

But that's probably what Fama and Black had in mind, right?

Robert A. Hettinga is with the Internet Bearer Underwriting Corporation.
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