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How canwe defend our privacy inanera
of increased computerization? Today,
~ our lives are subject to monitoring in a

host of different ways. Every creditcard
transaction goes into a database. Our
phone calls are logged by the phone com-
pany and used for its own marketing
purposes. Our checks are photocopied
and archived by the banks. And new
“matching” techniques combineinforma-
tion from multiple databases, revealing
even more detail about our lives. As
computer databases grow, as more trans-
actions take place electronically, over
phone systems and computer networks,
the possible forms of monitoring willgrow
with them'.

Predictably, most proposed solutions
to this problem involvemoregovernment.
One suggestion is to pass a set of laws
designed to restrict information usage:
“No information shall be used for a pur-
pose different from that for which it was
originally collected.” Thus, income data
collected by a bank through monitoring
checking acoount activity could not be
madeavailable to mailing list companies;
phone records could not be sold to
telemarketing agencies, etc.

But this is a bad solution, for many
reasons. The government is notoriously
inefficient at enforcing existing laws, and
the ease of collecting and using informa-
tion suggests that it would be almost im-
possible to successfully enforce a law like
this. Thegovernmentalso has a tendency
to exempt itself from its own laws. It's
unlikely that the IRS, for example, will
happily give up theuseofdatabase match-
ing, which it uses to track down tax evad-
ers. And, of course, the very notion of
trying to restrict the uses of information
requires strict restrictions on the private
actions of individuals which Extropians
will find unacceptable.

But there is another solution, one
advocated forcefully by computer scien-
tist David Chaum of the Center for Math-
ematics and Computer Science in the
Netherlands. While most people con-
cerned with this problem have looked to
paternalistic government solutions,
Chaum has been quietly putting together
the technical basis for a new way of orga-
nizing our financial and personal infor-
mation. Rather than relying on new laws

and more government, Chaum looks to
technical solutions. And these solutions
rely on the ancient science devoted to
keeping information confidential: cryp-
tography.

Cryptography, the art of secret writ-
ing, has undergonea revolutionin the last
two decades, a revolution sparked by the
invention of “public-key” cryptography.
Seizing on this new technology, computer
scientists have branched out into dozens
of directions, pushing the frontiers of se-
crecy and confidentiality into new terri-
tory. And itis these new applications for
cryptography which offer such promise
foravoiding thedangers described above.

Chaum'’s approach to the protection
of privacy can be thought of as having
three layers. The first layer is public-key
cryptography, which protects the privacy
of individual messages. The second layer
is anonymous messaging, which allows
peopletocommunicateviaelectronicmail
(“email”) withoutrevealing their trueiden-
tities. And the third layer is electronic
money, which allows people to not only
communicate, butto transactbusiness via
a computer network, with the same kind
of privacy you get when you use cash. If
you go into a store today and make a
purchase with cash, no records are left
tying you personally to the transaction.
With no records, there is nothing to go
into a computer database. The goal of
electronic cash is to allow these same
kinds of private transactions to take place
electronically.

(Be aware that there are other pro-
posals for “electronic money” which are
not nearly so protective of individuals’
privacy. Chaum’s proposalsareintended
to preserve the privacy attributes of cash,
so the term “digital cash” is appropriate.
Butother electronic replacements for cash
not only lack its privacy, but would actu-
ally facilitate computer monitoring by
putting more detailed information into
databases, and by discouraging the use of
cash. If you see a proposal for an elec-
tronicmoneysystem,checktosee whether
ithas theability to preserve the privacy of
financial transactions the way paper
money does today. If not, realize that the
proposal is designed to harm, not help,
individual privacy.)
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Public-Key Cryptography
The first of the three layers in the privacy-
protecting electronic money system is
public-key cryptography. The basic con-
ceptof public-keycryptography, invented
in 1976 by Diffie and Hellman?, is simple.
Cryptographers have traditionally de-
scribed an, encryption system as being
composed of two parts: an encryption
method and akey. Theencryptionmethod
is assumed to be publicly available, but
the key is kept secret. If two people want
to communicate, they agree on a secret
key, and use that to encrypt and decrypt
the message.

Public key cryptography introduced
the idea that there could be two keys
rather than one. One key, the public key,
is known to everyone, and is used to
encrypt messages. The other key, the
secret key, is known only to you, and is
used to decrypt messages. Public and
secret keys are created in pairs, with each
public key corresponding to one secret
key, and vice versa.

So, to use a public-key system, you
first create a public/secret key pair. You
tell all your friends your publickey, while
keeping your secret key secret. When
they want tosend to you, they encrypt the
message using your public key. The re-
sultingencrypted messageisreadableonly
by using your secret key. This means that -
even the person who encrypted the mes-
sagecan’tdecryptit! If he forgets what his
original message said, and he deleted it,
he has no chance of reconstructing the
original. Only youcando that. Thisis the



Alice

Bob

Public key

mQA9AIsP3mwAAAEBfj VESnEPGCw4VNNKmT]6CiHI YgGenEpKAAKgMISy4F 2c9Q

NgggSgiAIBﬁVMupQAFE7QFQWmY2U=

Public key

SMWAAAEB]

» mQAQA VESNnEPGCWAVNNKmT|6CjHIYgGenEpKAAKQMISY4F 2c9Q
NgggngAlaﬂvMupQAF 16GIRIgGenEp R

QFQWxpY2U=

Secret key

1QDAAIsP3mWAAAEBI) VEsSnEPGCwA4VNNKmT]6CHI YgGCnEpKAAKQMISy4F /2c9Q

2CsPgkiJi9E235datU3cHHQ

IgpGr+S Vpr67Kamp/CsaJCwC A UJEFk3pkRhLJHSOGITA2KE VhRIdVEMRAL94
WIG3BUaKeWzd/JXmeG 1bHX 1g6dUAV2/R3 XeuypKzXcLFtitoRtLefxqiA97a

N(_‘SCSgAlBﬁVMUpOA EwWABfAVQUF XrzCTWL
mi
Zu

hj9BIAVBLGI2Q==
=pX3h

-+

Message

Hello, Alice, how have
time now, but | havent
deal, though, and there is a lot | want to say...

mbssn? f've been meani

to write to you for some
achance. I've been thinking about you a great

'

Encrypted message

hDWCWIVLX7/+LgUBAX4vxXwSvILI4OFNIsO6ezLA1GLUE
Qmvr8q3g6liLY YybaamAAAAQJGEU47ZVnFuviEueN4

=Jjc2

9UJxis+wiZbepU
rjWKIIIQQBinGAOVquUAFomHWXNDiAUJzZMIadeGhtEOan«rdeBg?Sye(smuP
atBac1LkK YikNoGqin YpTMsOmMgWbBUAShSHPIT X2R7Qa0oNBkMlybmCzqQemé7q
B63re+KKraJITh YKLUXQNN2088bF TKEJE BnModjmnOHgBmI27J+ CHVG 38w==

Encrypted message

F517JnxwHijwiyke
QmvriBq3gblILY:

=jjc2

th(.vavLX7/+L?UBAX4vavalL140FN9$O662LA1GLUE O3F517JnxwHitjwyke
ybaamAAAAGJGEUA7ZVWinFUVIEUeN45GZOUJXIs+wiZbcpUWBe
WKI1/998in6A0 VbadU4FomHWXNDIAUJz2Miag QdGhtEONc9+mPdBg7Syxs79uP
atdqe1LkK YikNoGqin YpTMsOmMg

B63ro+KKr3JThYkLUXQNN2d88bF TKEGEBnModjmnOHgBmI27.J+ CHVG 38w=

WbBUdShSHPTT X2R7Qa0oNBkMIybmCzqQemé67q

Decrypted message

Hello, Alice, how have you been? l've been meani
time now, but
deal, though, and there is a lot | want to say...

o write to you for some
haven't had a chance. {'ve been thinking about you a great

paradoxof publickey cryptography- that

a person can transform a message insuch
a way that they can’t un-transform it,
even though they know the exactformula
used to make the transformation. -

Figure 1illustrates thesteps involved
in using a public-key system. (The keys
and messages are based on actual output
from Phillip Zimmermann's free public-
key program, PGP.) Alice, ontheleft, first
creates a public and secret key pair, the
top two boxes on that side. The top box,
the public key, she sends to her friend
Bob, on the right. The second box is her
secret key, which she keeps private. Bob,
on the right, receives and saves Alice’s
publickey. Then, when he wants to write
to her, he composes a message, shown in
the second box on that side. Witha pub-
lic-key encryption program like PGP, he
encrypts the message using Alice’s public
key, producing output such as the third
box on theright. This encrypted message
is what he sends to Alice, as shownin the
arrow leading back to the left side. Alice
uses her saved secret key to decrypt the
message from Bob, allowing her to recon-
struct Bob's original message, shown as
the last box on the left side.

There is no longer any need for pub-
lic-key cryptography to be mysterious.
There are now public-domain software
packages which will let you experiment
with public-key cryptography on your
owncomputer, including Zimmermann’s
PGP and others. See the “ Access” box for

Figure 1
information on how to get them.

Anonymous Messages
Public-key cryptography allows people
to communicate electronically with pri-
vacy and security. You can send mes-
sages safe from prying eyes using these
techniques. But this is justa step towards
the solution to the privacy problems we
face. The next step provides the second
layer of privacy: anonymous messages -
messages whose source and destination
can’t be traced.

This is necessary because of the goal
of providing in an electronic network the
privacy of an ordinary cash transaction.
Justas a merchant will accept cash froma
customer without demanding proof of
identity, we also want our electronic
money system to allow similar transac-
tions to take place, without the identity of
the people involved being revealed to
each other, or even to someone who is
monitoring the network. ,

There are problems with providing
anonymous messaging in current email
systems. The national email networks are
composed of thousands of machines, in-
terconnected through a variety of gate-
ways and message-passing systems. The
fundamental necessity foramessage tobe
delivered in such a system is that it be
addressed appropriately. Typically an
email address consists of a user’s name,
and the name of the computer system

which is his electronic “home”. As the

‘message works its way through the net-

work, routing information is added to it,
to keep a record of where the message
came from and what machines it passed
throughenroute to its destination. In this
system, all messages are prominently
stamped with their source and destina-
tion. Providing anonymous messages in
such a system at firstappears impossible.
Chaum has proposed two separate
systems for overcoming this problem?®. I
will focus hereonwhathecalls a “Mix” as
itis simpler and more appropriate for the
applicationof anonymous electronicmail.
The notion of a Mix is simple. It is basi-
cally a message forwarding service.  An
analogy with ordinary paper mail may be
helpful. Imagine that you want tosend a
letter to a friend, but in such a way that
even someone monitoring your outgoing
mail would not know that you were do-
ing this. One solution would be to put
your letter into an envelope addressed to
your friend, then to place this envelope
insidealarger envelope which youwould
send to someone else, along with a note
asking them to forward the letter to your
friend. This would hide the true destina-
tion of your mail from someone who was
watching your outgoing envelopes.
Chaum’s Mixes use this basic idea,
but applied to email and improved with
public-key cryptography. A Mix is a
computer program capable of receiving
email. It receives messages which contain
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=Jjc2

B2k858huWp

* Add remailing instructions

h4zu1enyaboOZMcU4ee p+lekH\ﬁls6wq kgoog

&%GZZqurEu LQgOIvolS YOthG10V5SzMEvHU/S9 603X
wkUdeYAISZouo MJk1KPOGed8FaDd2RGPIp8+/f4eP2c VDU YgOwdUdigzug
yz';lUtAZbequﬂsTgsstA—

Bob Mix
Encrypted message for Alice Encrypted message for Mix
thCwleX7I+LqUBAX4vava!U4OFN9sOSezLA1 GLUEYO3F517JnxwHtjwiyke hDwCY] szBsBAX:%SOevaDnURrNSJénXdrhNMl UyaBwwBCl YpcFRNFrOINTHT
Qmwvit 6IILYYybagm, IGEU47ZVvnFuviEueN SUJxis+wiZbepU! I {FBtLweblu YCGo%iWqmAAABTCLOOQXSiF IzWyncsz7cLAstZ kVZpZOts
WK, INBAO VbadU4FomHWXNDIAUJZ2MIagQAGhtEONcS+mPdBg7Syxs79uP WqEhMaGVJFhRcemWBhTItNbcsFO7 QitPNhGRkocOmhJlyx7c
a18qc1LkK YikNoGqin YpTMsOmMg Wh8UdShSHPIT X2R7Qa0oNBkMfybmCzqQem67q +ZPbwNDPLIgBLWwohQ5SMLFJH2mIzqJmgmG6 690J 00! UuTV Awupy
BsarmKKﬂJlThYkLUxQNntSbFTkEdEBnMdemnOHani27J+CHvGSBw— wwrtwr9YDILjsMs9Q1C2y1nRmcEQxUH YpuDs: 1EGLoS1V4JroAZ Xkir

mZ) EjLT30p5FUeRACT

Zct

Message for Alice with remalling instructios
Remall -To: Alice@alice.com

van%SIILYbeqquAAAqJGEUﬂZWnFuerue

DWCWIVLX7/+LQUBAX4vXXwWSVILIAOFNIsOBezLA1 GLléé%OSF& 7Jnwat]wl%Bc

* Decrypt with Mix secret key

WK N6AO VbqdU4FomHW XNDIAUJz2MIagQdGhtEONc9+mPdBg7Syxs79uP Remail-To: Alice@alice.com
atBac1LkK YikNoGain YpTMsOmMg WhBUdShSHPrT X2R7Qa0oNBkMybmCzqQcem67q hDWCWIVLX7/4+LqUBAX4vxXwSVILI4OFN9sOBezLA1 GLléG§03F51 7Jnwa‘UW|x
863re+KKmIThYkLUxQNnmeebFTkEdEBand;mnoHani27J+CHvGSBw— Qmvrl 6lILYYybagmAAAAQJGEU47ZVwnFuviEueN4
=Jjc2 I1WK|I NBAO VbadU4FomHWXNDIAUJz2MfagQdGhtEONc9+mPd 7Syxs790P
at8qe1LkK YikNoGqin YpTMsOmMg WbBUdShSHPIT X2R7Qa0oNBkMf) 2qQem67q

* Encrypt with Mix public key

=Jjc2

Message for Alice with remailing instructios

BS3re+KK|‘3]IThYkLUxQNntSbFTkEdEBand]mnOHaniZ?J-&CHVG%w——

* Strip remailing instructions

Hello, Alice, how have
time now, but | haven't
deal, though, and there is a Iot | want to say...

ad a chance. I've been thil

been? I've been meanln%to write 10 you for some
Ing about you a great

Encrypted message for Mix
i e et
u WamAAAI ZWync ( Vi S
g EMMaG VJFhRcemWBhTItNbCSFO7 QtPNhGRKocOmJlyx7cAMaBIa9Y XIS 1Q Encrypted message for Alice
421 wNDPUgBwaohosMLFJHemlzq.mquSyS+ 690.Jj00KbULT VStpAwupy hDWCWIVLX7/+LqUBAX4vxXwSVILIAOFNSsOBezL A1GLU! F517Jnwat1wuykc
DfLisMs9Q1 1nnnceoxunvpuoszonm u+IEGLOG1VAJroAZP Xkir QmviBaagBIILYYybagmA GEU47ZVWFuviEueN 45G£9 WiZbcpUWBS
h42u19nyaboOZNcU46e p+pVIKH i6pbnE|LT 30p5F UeRdC SRICTyd WKII9EINGAC WbadUFomH XND«AUJzszadeGhtEOr\c9+deBg7Syxs79uP
B2kB58hUWDWET rEu HgLQgOlvolSYOth 10VESZMEVHU/SS60axT T Zct 8qc1LKK YikNoGqin Yo TMsOmMgWb8UASHSHPIT X2R7Qa0oNBkMiybmCzqQemé7q
wkUdvwY AI9zouoW3MJk1KPOGedBFaDd2RGPIps+14eP2cVDUI YgOkwdUdigzug B63re+KKr3JITh UxQNnmsabFTka!EBandjmnOHgBmi27J+CHvG38w—
yZyZJuZMbﬂijZkTgSQNKA— =Jjc2
P
Alice
Encrypted message for Alice
hDWCWIVLX7/+LqUBAX4VXXWSVILIAOFNSsO602LA1GLUEYO3F51 7nxwHtwiyke
Qmvri8q3geiiL Y YybaamAAAAGJGEU4TZVWFUVIEUeNA5GZOUJXIs+ UWBC
1/ WKII/S98In6A0 VbadU4FomHWXNDIAUJZ2MIagQdGHEONC9+mPdBg7Syxs79uP
atBac1LkK YikNoGain YpTMsOmMg WbBUd5hSHPTTX2R7Qal0oNB 2qQcmé7q
EJegrstKmlTnvkLUonnmasbrrkEdEBnMad]mnougBm27J+chesaw=
j
+ Decrypt with Alice's secret key
Decrypted message

requests for remailing to another ad-
dress, and basically just strips off these
remailing instructions and forwards the
messages as requested. Chaum adds se-
curity by having a different public key for
each Mix. Now, instead of just sending
the message with its forwarding request,
the message plus forwarding info is en-
crypted with the Mix’s public key before
being sent to the Mix. The Mix simply
decrypts the incoming message with its
secret key, revealing the forwarding in-
formation, and sends the message on.
To protect the privacy of the sender,
the Mix removes information about the
originalsenderof themessagebeforesend-
ing it. For even greater security, it's pos-
sible for the original sender to specify a
“Cascade” of Mixes, a whole chain of
Mixes that themessageshould go through
before finally being sent to its destination.
That way even if one of the Mixes is
corrupt, it still can’t determine who is
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Figure 2

sending to whom.

Using Mixes, then, the basic require-
ment for anonymous mail is met. A mes-
sage en route in the network does not
have to reveal its source and destination.
It may be coming from a Mix, going to a
Mix, or some combination of these.

Figure 2 shows an example of an
anonymous message-as it is forwarded
through a Mix, using public-key cryptog-
raphy to protect its privacy. As in Figure
1, Bob wants to send his encrypted mes-
sage to Alice, but this time he wants to use
a Mix to provide more confidentiality.
Starting with theencrypted message from
Figure 1, Bob (on the left, this time) first
adds remailing instructions which will be
interpreted by theMix. Thesewillinclude
Alice’semailaddressinsomeformatspeci-
fied by the Mix. (This example uses a
simplified form of commands currently
being used in experimental remailers.)
Then he encrypts the whole message with

10

the Mix’s public key and sends it to the
Mix.

Upon receipt, the Mix reverses the
steps which Bob applied. It decrypts the
message using its own secret key, then
strips off the remailing instructions which
Bobadded. Theresulting message (which
the Mix can’t read, being encrypted using
Alice’s secret key) is then forwarded to
Aliceas specified in the remailing instruc-
tions. As before, Alice receives and de-
crypts the message using her secret key.
But this time, the message path has been
protected by the Mix, and the fact that
Alice and Bob are communicating is kept
confidential.

Anonymous Return
Addresses

We need something more advanced than
messageanonymity for truly private mes-




Bob

Alice

Remailing instructios for Bob
Remail-To: Bob@bob.com

* Encrypt with Mix public key

=xcK/

Bob's anonymous retum address
hDOWCYp2C0ZLw/SsBAXsGIZyRWg XZS Ve DPilszZKU7hkhm7 WXZ7btPcRBXy44Zqer
7ViGrigyTqC/AWOrEiemA,
btVeT+2keRaMKsishyMKHITKTA==

MB2hzux8T}rCbssc1E3ZilQdj0AxydqQg8DVPrdk

Bob's anonymous retum address

7VGrigyTqC/AWOrEiem:
btvgqn keRaMKsIshyMkHTkTA==
=xc|

hDWCYp2C0ZLw/SsBAXSGIZYR XZSVcDPiIsﬂ(U7hmm7WXZTbtPcHBV)g44qum /
MB2hzux8T]rCbssc1E32ZiIQdj0AxydqQg8DVPrdk

-+

Hi - 1 saw your anon

Alice's message to Bob

10 send you a message. | don't know you, and you don't know me, but | think we

might have a lotin common. For instance...

retum address on the local newsgroup, and | wanted

Y

Mix

have a lot in common. Forinstance...

Hi - | saw your anonymous retum address on the local newsg
send you a message. | don't know you, and you don't know me,

Alice's message to Bob with ARA BIVET,
hDwWCYp2C02ZL w/SsBAXsGIZyR! XZSVCDPilszKU7hmm7WXZ7b1PcRBVXJ44qulu [ =xcK/
™G qglAWOrElemA MB2h2ux8TjrCbssc1E3ZilQdj0AxydqQg8DVFrdk o
tiQTKI+ keRaMKslshyMKHTKkTA== /
=xe|

, and [ wanted to
1 think we might

Alice's message to Bob with ARA

hDWCYp2C0zLwiSsBAXSGIZyRWGXZS Ve DPilszZKUThkhm7 WXZ7btPCRBXy44Zqeru
TViGrigyTQC/AWOrEiem. k
eRaMKsIshyMKHITKTA==

Hi - | saw your anonymous retum address on the local newsgroup
send you a message. | don't know you, and you don't know me, but [ think we might
have alct in common. Forinstance...

MB2hzuxBTjrCbssc1E3ZilQdj0AxyiqQg8D VP

, and { wanted to

* Decrypt ARA with Mix secret key

Bob

Remall-To: Bob@bob.com

to send you
might have a lotin common. For instance...

Alice’s message to Bob with decrypted remailing instructios

Hi-1saw anonymous retum address on the local newsgroup, and | wanted
yogrmessaga I don't know you, and you don't know me, but | think we

to send

Alice's message to Bob

Hi - | saw your anonymous retum address on the local newsgroup, and | wanted
you a message. | don't know you, and you don't know me, but 1 think we

might have a lotin common. Forinstance...

* Strip remailing instructions

Alice's message to Bob

to send you
might have a lotin common. Forinstance...

Hi - | saw your anonymous retum address on the local newsgroup, and | wanted /
amessage. 1don't know you, and you don't know me, but | think we

saging, though. These anonymous mes-
sages are basically “one-way”. I cansend
you a message, with the sourceand desti-
nation hidden, and when you receive the
message youwon’thaveanywayofknow-
ing whosentit. This means that youcan’t
reply to me. We need the ability to have
such replies.

Here, we havea seemingly paradoxi-
cal requirement: being able to reply to
someone without knowing either who
they are or what their email address is.
Chaum shows how this can be solved
using public-keycryptographyand Mixes.
The basic idea is what Chaum calls an
Anonymous Return Address (ARA). In
its simplest form, I create an ARA by
taking my regular email address and en-
crypting it with the public key of a par-
ticular Mix - call itMixA for this example.
I send this resulting block of encrypted
text along with my message to you,
through a Cascade of Mixes.

Now, when you receive the message,
you see no returnaddress, but you do see
the block of text that is the ARA. Youcan

Figure 3

reply tomewithoutknowing wholamby
sending your reply back to MixA, along
with the ARA itself. MixA decrypts the
ARA using its secret key, getting back my
original email address that I encrypted.
Using this email address, it is able to
forward the mail to me. I was able to
receive this message from you, although
you have no knowledge of my true iden-
tity.

Figure 3 shows this process graphi-
cally. Bob, in the upper left, creates his
ARAbyencryptingaremailingcommand,
similar to what was used inFigure 2, with
the Mix’s public key. He then includes
this ARA in messages which he anony-
mously sends or publically posts. In the
example, Alicesees Bob’s ARAand wishes
torespond to him,eventhoughshedoesn’t
know his ermail address. She composes
her message, in the second box on the
right, then combines her message with
Bob’s ARA. The combined message is
sent to the Mix. The Mix now uses its
secret key to decrypt the ARA portion of
the message, revealing the remailing in-

11

structions which Bob encrypted to create
the ARA. Theremainder of the process is
just as in Figure 3. The Mix strips off the
remailing request and forwards the mes-
sage to Bob’s address, as shown.

" These tools open many possibilities.
With Mixes, Cascades, and ARAs, people
cancommunicate withoutknowing other
people’s true identities. You can makean
anonymous posting to a public message
board, include your ARA, and receive
replies from scores of people who don’t
know who you are. Some of them may
replyanonymouslyand include theirown
ARAs. People can end up communicat-
ing with each other with none of them
knowing the true identity of any of the
others.

(Some “Chat” or “CB Simulator” sys-
tems today offer theillusionof suchanony-
mous communication, but in most cases
the system operators can easily break
through the cover of handles and pseud-
onyms and discover true identities. With
a Cascade of Mixes, no single Mix can
establish this relationship. As long as
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even one Mix of the Cascade remains
uncorrupted, your identity is safe.)

Digital Pseudonyms

Anonymous messages bring forth the use-
fulness of “digital pseudonyms,” another
concept from Chaum. With no identifica-
tionof thesourceof messages, therewould
seem to be no way of verifying that two
messages came from the same person.
There could be a problem with imposters
pretending tobe other people, resulting in
utter confusion. To solve this problem,
we need another concept from public-key
cryptography: the “digital signature.”

Asdescribed above, public-key cryp-
tography allows messages encrypted with
my public key to be decrypted with my
secret key. However, it works the other
way around as well. Messages can be
encrypted with my secret key and then
decrypted only with my public key. This
property is what is used to implement the
digital signature. IfI encrypta document
with my secret key, anyone can decrypt it
withmy public key. And since my secret
key is secret, only I can do this type of
encryption. That means that if a docu-
ment can be decrypted with my public
key, then I, and only I, must have en-
crypted it with my secret key. This is
considered adigitalsignature, inthesense
that it is a proof that I was the one that
“signed” (that is, encrypted) the docu-
ment.

The digital signature concept can be
used to solve the imposter problem by
allowing for “digital pseudonyms.” My
digital pseudonym is simply a public/
secret key pair, where, as usual, I let the
public part be known. Typically,I’d pub-
licize it along with my ARA. Now, to
prove that a given message is from me
and no one else, I sign the message using
the secret key of my digital pseudonym.
Any set of messages signed by that same
digital pseudonym is therefore known to
come from me, because only I know the
secret key. People may not know whoI
am, butI canstill maintaina stable public
persona on the computer nets via my
digital pseudonym. And thereis nodan-
ger of anyone else successfully masquer-
ading as me.

With public-key cryptography,
Mixes, and digital pseudonyms, we have
all we need for a network of people com-
municating privately and anonymously.
Now, we need a way for them to transact
business while maintaining these condi-
tions.

Electronic Money

The next step, the third layer in our de-
scription, is digital cash-electronicmoney.
Cash, ordinary folding paper money, is
one of the last bastions of privacy in our
financial lives. And many of the prob-
lems described above - the losses of pri-
vacy, the increase in computerized infor-
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mation - could beavoided if cash could be
used more easily. But cash has many
disadvantages. It can be lost, or stolen,
and it’s not safe to carry in large quanti-
ties. Also, itis useless for purchases made
electronically, over the phone or (in the
future) over computer networks. Digital
cash is designed to combine the advan-
tages of electronic payment systems - the
safety and convenience - with the advan-
tages of paper money - the privacy and
anonymity.

Once again, we are faced with para-
doxes in the notion of digital cash. Since
digital cash may be sent by email and
other electronic methods, it must basi-
cally be an information pattern - in con-
crete terms, some pattern of letters and
numbers. How could such a string of
characters have value, in the same sense
that the dollar bill in your wallet does?
What about counterfeiting? Couldn’tan-
other copy of the character string be cre-
ated trivially? What prevents a person
from “spending” the same money twice?

To answer these questions we turn
again to public-key cryptography. Real-
ize, though, that electronic money is an
active area of research in cryptography.
Many people have proposed different
systems for electronic cash, each of which
has its own advantages and disadvan-
tages. 1 will present here a simplified
concept togivea feel for the problems and
solutions which exist!.

One way to think of digital cash is by
analogy to the early days of paper money.
At one time, paper money was not the
monopoly ofgovernments thatitis today.
Instead, paper money was “bank notes”,
often given as receipts for the deposit of
gold or similar “real money” in bank
vaults. These notes would carry a de-
scription of what they were worth, such
as, “Redeemable for one ounce of gold.”
A particular bank note could beredeemed
at the issuing bank for its face value.
People used these bank notes as we use
paper money today. They were valuable
because they were backed by materials of
value in the bank vaults.

In a sense, then, a bank note can be
viewed as a signed document, a promise
to perform a redemption for the bearer
who presents itat the bank. Thissuggests
a way of thinking of digital money. In-
stead of a paper note with an engraved
signature, we instead would use an elec-
tronic mail message with a digital signa-
ture.

An electronic bank could, like the
banks of old, have valuable materials in
its vaults. Today, these would likely be
dollars or other government currency,
but they could be gold or other commodi-
ties. Using these as backing, it would
issue bank notes. These would be elec-
tronic messages, digitally signed by the
bank’s secret key, promising to transfer a
specified sum to the account of whom-
ever presented the note to the bank (o, if
desired, to redeem the note in dollars or
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other valuables.)

Here is how itmightwork. Youopen
an account with an electronic bank, de-
positing some money as in any bank. The
bank then credits your account with your
initial balance. Now, suppose you are
going to want to make an electronic pay-
ment to me. Prior toany transactions, you
would send a message to the bank, re-
questing one or more bank notes in speci-
fied denominations. (This isexactly analo-
gous towithdrawing cash fromyourregu-
lar bank account.) The bank debits your
account, creates new bank note messages,
and sends them to you. They are sent to
you as signed messages, encrypted with
the bank’s secret key. When decrypted
with the bank’s public key, which every-
one knows, a one-dollar digital bank note
would say, in effect, “This note is worth
$1.00, payableondemand.” Itwould also
include a unique serial number, like the
serial number on a dollar bill.

The serial number is important; as
we will see below, itis used by the bank to
make sure- that a particular note is ac-
cepted for deposit only once. But putting
serial numbers on the bank notes hurts
anonymity; thebank can remember which
accounta bank notewas withdrawn from,
and then when it is deposited the bank
willknow that thedepositer is doing busi-
ness with the withdrawer. To avoid this,
Chaum introduces a clever mathematical
trick (too complex to describe here) which
allows the serial number to be randomly
changed as the note is withdrawn from
the bank. The bank note still retains its
proper form and value, but the serial
number is different from the one the bank
saw. This allows the bank to check that
the same note isn't deposited more than
once, while making it impossible for the
bank to determine who withdrew any
note that is deposited.

When you are ready to purchase
something from me, yousimply email me
theappropriatebank note messages. Ican
check that they are legitimate bank notes
by using thebank's public key to verify its
signature. I then email the notes to the
bank, which checks that theaccount num-
bers on the notes have notbeendeposited
before this. If they are valid bank notes,
the bank credits my account for the face
value of the notes. Your account was
decreased when you withdrew the bank
notes,which you held like cash, and mine
was increased when I sent them to the
bank. Theresultissimilar tohow itwould
work if you withdrew (paper) cash from
the bank, mailed it to me, and I deposited
the cash in my own account.

Figure 4 shows a similar transaction
between Alice and Bob. The bank, in the
upper left corner, creates a digital bank
noteby signing a message which specifies
the serial number and value of the note,
and sends it to Alice. Alice, as she with-
draws it, uses Chaum’s technique to alter
the serial number so that the bank will not
recognize thenoteas being from this with-
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* Change serial number of bank note
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drawal. She then pays Bob electronically
by sending the bank note to him. Bob
checks the note’s validity by decrypting
using the bank’s public key to check its
signature. He then sends the note to the
bank, which checks the serial number to
confirm that this bank note hasn’t been
spent used before. The serial number is
different from thatin Alice’s withdrawal,
preventing the bank from linking the two
transactions.

With this simple picture in mind, we
can begin to answer some of the objec-
tions listed above. Bank notes cannot be
forged because only the bank knows the
secretkey thatis used toissue them. Other
people will therefore not be able to create
banknotes of theirown. Also,anyonecan
check that a bank note is not a forgery by
verifying the bank’s digital signature on
the note. As for the copying issue, pre-
venting a person from spending the same
bank note more than once, this is handled
by checking with the bank to see if the
serial number on the note had been used
before before accepting a bank note as
payment. If it had been, the note would
not be accepted. Any attempt to re-usea
bank note will be detected because the
serial number will be a duplicate of one

Bank note Bank note
7VIGrgyT CIAWOrElemAAAAMBthuxBanbssmE3ZIIQd;0A§§17%QgBDVPrdk 7VGHgyT: é%IAWOﬁmAMAMBZ:mmnmESZIOGWDVPMK
hDwCY) ZLw/SSBAXsGIZyRWqXZS Ve DPisszZKU7hkhm7W, tPcRBXy44Zqeru thCYg L w/SsBA XSGIZyRWqXZS Ve DPifszZKU7hkhm! PcRBXy44Zqeru
btVIT +2keRaMKsIshyMKHITKTA== » btVaT+2keRaMKsIshyMKHITKTA==
=xcK/ =xcK/
Figure 4

used before. This means, too, that once
you”“spend” yourdigital cashby emailing
it to someone, you should delete it from
your computer, as it will be of no further
value to you.

Thissimpleschemegivessomeof the
flavor of electronic cash, but it still has
awkward features. The need to check
with the bank for each transaction may be
inconvenientin manyenvironments. And
thefixed denominations of the bank notes
described here, the inability to split them
into smaller pieces, will also limit their
usefulness. Chaum and others have pro-
posed more complexsystems whichsolve
these problems in different ways.> With
these more advanced systems, the ano-
nymity, privacy, and convenience of cash
transactions can be achieved even in a
purely electronic environment.

Electronic Money in Practice

Having described the three layers of pri-
vacy protection, we can now see how
electronic transactions can maintain indi-
vidual privacy. Public-key cryptography
protects the confidentiality of messages,
as well as playing a key role in the other
layers. Anonymous messaging further
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allows people to communicate without
revealingmoreabout themselves thanthey
choose. And electronic money combines
the anonymity of cash with the conve-
nience of electronic payments. David
Chaum has described variations of these
techniques that can extend privacy pro-
tection to many other areas of our lives as
well.$

Although my description of digital
cash has been in terms of computer net-
works with email message transactions, it
can be applied on a more local scale as
well. With credit card sized computers,
digital cash could just as easily be used to
pay for groceries at the local supermarket
as to order software from an anonymous
supplier on the computer networks.
“Smartcard” computers using digital cash
could replace credit or debit cards for
many purposes. The same types of mes-
sages would be used, with the interaction
being between your smart card and the
merchant’s card reader.

On the nets themselves, any goods or
serviceswhichare primarily information-
based would be natural candidates for
digital cash purchases. Today this might
includesuch thingsas software, electronic
magazines, even electronic books. In the
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future, with higher-bandwidth networks, it may be pos-
sible to purchase music and video recordings across the
nets.

As another example, digital cash and anonymous
remailers (such as Chaum’s Mixes) have a synergistic
relationship; thatis, each directly benefits the other. With-
outanonymous remailers, digital cashwould be pointless,
as the desired confidentiality would be lost with each
transaction, with message source and destination bla-
tantly displayed in the electronic mail messages. And in
the other direction, digital cash can be used to support
anonymous remailing services. There could be a wide
range of Mix services available on the nets;some would be
free, and presumably offer relatively simple services, but
others would charge, and would offer more service or
more expensive security precautions. Such for-profit
remailers could be paid for by digital cash.

What are the prospects for the eventual implementa-
tion of digital cash systems and the other technologies
described here? Someexperiments arealready beginning.
David Chaum has started a company, DigiCash, based in
Amsterdam, which is attempting to set up an electronic
money systemona smallscale. As withany new business
concept, though, especially in the conservative financial
community, it will take'time béfore a new system like this
is widely used.

The many laws and regulations covering the banking
and financial services industries in most Western nations
will undoubtedly slow the acceptance of digital cash.
Some have predicted that the initial success of electronic
money may be in the form of a technically illegal “black
market” where crypto-hackers buy and sell information,
using cryptography to protect against government crack-
downs.

In the nearer term, the tools are in place now for
people to begin experimenting with the other concepts
discussed here. Public-key cryptography is becoming a
reality on the computer networks. And experimental
remailers with integrated public-key cryptosystems are
already in use on a small scale. Digital-pseudonym-based
anonymous message posting should begin happening
within the next year. The field is moving rapidly, as
privacy advocates around the world hurry to bring these
systems into existence beforegovernments and other large
institutions can react. See the “Access” box for informa-
tion on how you can play a part in this quiet revolution.

Weareona path today which, if nothing changes, will
lead to a world with the potential for greater government
power, intrusion, and control. We can change this; these
technologies can revolutionize the relationship between
individuals and organizations, putting them both on an
equal footing for the first time. Cryptography can make
possible a world in which people have control over infor-
mation about themselves, not because government has
granted them that control, but because only they possess
the cryptographic keys to reveal that information. This is
the world we are working to create.

Notes

'For a review of the status of current monitoring technology, see
[Clarke 88].

ee [Diffie 76].

3 The “Mix” is described in [Chaum 81]. Chaum’s other solution,
the “DC-Net”, is described in [Chaum 88A].

4The electronic money scheme I describe is a simplification of
Chaum’s first proposal in [Chaum 88B].

5For more proposals about electronic cash, see: [Even 83}, [Chaum
85], [Okamoto 89], [Okamoto 90}, [Hayes 90}, and [Chaum 90].

¢See [Chaum 85} and [Chaum 92].
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‘ Access
Public-Key Cryptography

Philip Zimmermann's free program PGP (“Pretty Good Privacy”) is
a widely available implementation of public key cryptography. It
features high speed and has excellent key management, and operates
onmany systems, including PCcompatibles, Macintoshes, and most
Unix-based workstations. At publication time, version 2.1 was
current. Readers with Internet access should be able to find PGP on
suchhosts as princeton.edu(/pub/pgp20) and pencil .cs.missouri.edu
(/pub/crypt). Many of the larger bulletin-board systems carry PGP
as well. Send email to Hugh Miller at <info-pgp-
request@lucpul.it.luc.edu> for current information, or check the
Usenet newsgroup alt.security.pgp-

Mark Riordan's free program RIPEM was in beta test at press time,
with a release expected soon. Contact the author at
<mrr@scss3.cl.msu.edu> for information about availability.

The Internet PEM (“Privacy Enhanced Mail”) standard was due to
be completed soon at press time. PEM uses a key-management
hierarchy in which users register their public keys with a centralized
organization. Free software implementing the basic public-key
algorithms was expected to be available soon after the standard is
finalized. Mail to <pem-dev@tis.com> for more information on
availability.

Anonymous Remailers

An email discussion group exists which is devoted to the topics of
encryption, remailers, digital cash, and other topics related to these.
Experimental anonymous remailers are under development at press
time and should be widely available soon. Contact <cypherpunks-
request@toad.com> for information.

References

[Chaum 81} Chaum, D., Untraceable Electronic Mail, Return Addresses and Digital
Pseudonyms. Communications of the ACM, vol. 24,n.2, p. 84-88, February, 1981.
[Chaum 85) Chaum, D., Security without Identification: Transaction Systems tomake
Big Brother Obsolete. Communications of the ACM, vol. 28, n. 10, p. 1030-1044,
October, 1985.

[Chaum 88A] Chaum, D., The Dining Cryptographers Problem: Unconditional
Sender and Recipient Untraceability. Journal of Cryptology, vol. 1, p. 65-75, 1988.
[Chaum 88B] Chaum, D., Fiat, A., Naor, M., Untraceable dectronic cash. In:
Advances in Cryptology - CRYPTO ‘88, p, 319-27, 1988.

[Chaum 90] Chaum, D., Showing Credentials without Identification: Transferring
Signatures between Unconditionally Unlinkable Pseudonyms. In: Advances in
Cryptology - AUSCRYPT '90, p. 246-64, 1990.

[Chaum 92} Chaum, D., Achieving Electronic Privacy. Scientific American, vol
267, n. 2, p. 96-101, August, 1992.

[Clarke 88] Clarke, R.,Information Technology and Dataveillance. Communications
of the ACM, vol. 31, n. 5, p. 498-512, May, 1988.

[Diffie 76] Diffie, W., Hellman, M., New Directions in Cryptography. IEEE
Transactions on Information Theory, November, 1976, p. 644.

[Even 83] Even, S., Goldreich, O., Electronic Wallet. In Advances in Cryptology
- CRYPTO 83, p. 383-386, 1983.

[Hayes 90] Hayes, B., Anonymous One-Time Signatures and Flexible Untraceable
Electronic Cash. In: AusCrypt ‘90, p. 294-305, 1990.

[Okamoto 89] Okamoto, T., Ohta, K., Disposable Zero-Knowledge Authentications
and Their Application to Untraceable Electronic Cash. In: Advances In Cryptology
- CRYPTO ‘89, p. 481-496, 1989.

[Okamoto 90] Okamoto, T., Ohta, K., Universal Electronic Cash. In: Advances in
Cryptology - CRYPTO '90, p. 324-337, 1990.

14



