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AnHoTanus. [ToTHOCTHIO OZIHOPAHTOBOE YCTPONHCTBO CHCTEMBI DJICKTPOHHBIX JICHET
MTO3BOJISIET COBEPINATH HICKTPOHHBIC TPAH3AKIIMK MEXKAY YYaCTHHKAMH HAIpSMYIO,
MHHYS JH00ble (MHAHCOBBIE HMHCTHTYTBL. YacTW4HO, 3Ty 3agady pelaer
WCTIOJIb30BaHME IH(PPOBBIX MOANUCEH, HO HEOOXOAMMOCTH JTOBEPEHHOTO JIMIA IS
KOHTPOJISL 32 IBOMHOM TpaTOW JIMLIAET 3TOT NOAXOJ OCHOBHBIX NMPEUMYILECTB. MBI
MpeasaraeM JCLUEHTPAIM30BaHHOE pEIIeHHE NpoOJeMbl JBOWHOW Tparel C
HCIIONb30BAHUEM OTHOPAHTOBOH (MUPHHTOBOM) ceTH. CeTh CTaBUT METKH BPEMEHHU
Ha TPaH3aKIUH, COCOUHAS WX B LETIOYKY J0Ka3aTeNbCTB MPOACTaHHONH paboThl Ha
ocHoBe xdmmpoBaHus. ChopMUpOBaHHBIE TakHM 00pa3oM 3allUCH HEBO3MOXKHO
W3MEHHTB, HE BBINOJHUB 3aHOBO Bcero oObema BbruucieHuil. Camas JIMHHAs
BEpCHUs LETIOYKU CIIY’KUT HE TOJIBKO MOATBEPKACHHEM OUEPETHOCTH COOBITHH, HO H
JTIOKa3bIBaCT, YTO HaJl HEW MpOu3Bed pabOTy caMblii OOJBINON BBEIYHACITHTEIBHBIN
cerMeHT ceT. J[o Tex mop moka Oosiblias 4acTh BBIYMCIUTEIBHBIX MOIIHOCTEH
KOHTPOJIUPYETCS y3JlaMH, He 0OObeIMHEHHBIMH C IIEJIbI0 aTaKOBaTh CETh, OHU OyIyT
TeHEPUPOBATh CaMyIO JUIMHHYIO ILIEIOYKY, ONepekasi JIOOBIX 3JI0YMBIIIJICHHUKOB.
VYcTpolCcTBO caMoii CeTH OuYeHb IMPOCTOE: COOOIIEHHS PacChUIAIOTCS Ha OCHOBE
MIPUHINIA «HAaUMEHBIIMX 3aTpar», a Y36l MOTYT IIOKHJAaTh CeTh M CHOBa
HOJAKIIOYAaThCsl K HEell B JIIO0OH MOMEHT, NMPUHHMMAsi CaMyl0 JUIMHHYIO BEPCHIO
LIETIOYKH JIJIsl BOCCTAHOBJICHUSI ITPOITYIIEHHOM NCTOPUH TPaH3aKIUH.

1. Beeaenue

WnTepHeT-kOMMepIisi B OOJNBIIMHCTBE CIIydaeB OMUpAeTcs Ha (HHMHAHCOBBIC YUPEKACHUS,
BBICTYTIAIOIIME B POJM JOBEPEHHBIX IMOCPEIHUKOB IS MPOBEACHUS SIEKTPOHHBIX IUIATEKEH.
Takast cxema xopomo paboraer Juist OOJBIIMHCTBA TPAH3aKIMH, HO B €€ OCHOBE JIKHT JIOBEPHE,
YTO BJIEUET OIpeAeTIeHHbIE MpobnaeMbl. Heobxoanmoe nocpeaandecTBo (PMHAHCOBBIX HHCTHTYTOB
NPENSTCTBYET OCYIIECTBICHUIO HEOOPaTHMBIX TpaH3akuuid. lleHa STHX yciuyr yBeIMYUBaeT
CTOMMOCTb TPaH3aKIWH W YyCTAaHABIMBACT MHHUMAIBHYI0 WX IIEHY, Jeias HENPaKTHIHBIM
NPOBEJCHUE HEYacThIX W HeOoNbIIMX TpaH3akiuid. Kpome Toro, orcyrcTBMe HEoOpaTHMBIX
TpaH3aKIUil yBEIUYMBAECT U CTOUMOCTb CEPBHUCOB, YbH YCIyTU SBISIOTCS HEOTMEHSIEMBIMHU.
[TockonbKy TJIaTeX MOXKHO aHHYJIHPOBATh, MPOAABEIl] BBHIHYKICH OBITH HAaCTOpPOXE, TPeOys OT
rmokymaresst 0osplie MHGOPMALMK, YeM B NpHHLUIE HeoOxomumo. VI ompenesneHHbIH TpoLeHT
MOUIEHHHYECTBA MPUHUMAETCS MPOCTO KaK HEU30EKHOCTh. DTH HAIICHKU U HEOIPEIEIICHHOCTH C
TUIaTeXaMl MOTYT OBITh TPEOIONICHBI B Clydae JEJOK C OyMaKHOW HaJIMYHOCTBHIO, OIHAKO
MEXaHM3Ma JUIsl IPOBEACHUSI IPSIMBIX JIEKTPOHHBIX TPAH3aKLUI HE CYLIECTBYET.

HeoOxoqnma mumarexHasi cucTteMa, OCHOBaHHash Ha Kpunrorpadud, a He Ha JIOBEPHH,
KOTOpas Mo3BOJIIa OBl JIOOBIM JBYM YYaCTHHKAaM OCYLIECTBHTH IEPEBOI CPEICTB HAIPAMYIO,
0e3 ywacTus mocpeiHUKa. BplUncIUTENbHAS IOPOTOBH3HA OTMEHBI TPaH3aKLIMH orpaamina Obl
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NPOJABIIOB OT MOIIEHHHYECTBA, & JIETKOOCYIIECTBUMBIE MEXaHHM3MbI AICKpPOYy 3aIIUTHIH ObI
nokynarene. B manHOW paboTe MBI TpeayiaraeM pelieHHe MpoOJIeMbl JBOWHOM Tparsl,
OCHOBAaHHOE Ha pACIPEJEeICHHOM OJHOPAHTOBOM CEpPBEpPE METOK BPEMEHM, KOTOPBIH CBOEH
BBIYHMCIUTEIBHON MOIIHOCTBIO OATBEPKIAET XPOHOIOTMUECKUI NOPSA0K TpaH3akiui. Cuctema
HaXomUTCs B OE30MacHOCTH, TNOKa MO/ COBOKYITHBIM KOHTPOJIEM €€ YECTHBIX YYaCTHHKOB
HaXOIUTCS OOJIbIIIE BBHIYUCIUTEIHHON MOIIHOCTH, YEM IOJ KOHTPOJIEM TPYMIIBI JECHCTBYIOIINX
COBMECTHO 3JIOYMBIIITIEHHUKOB.

2.

OmnpenenuM dNEKTPOHHYI0 MOHETY KaK IOCIJIeIOBaTeIbHOCTh MU(POBHIX moamnuceil. OuepeqHoi
BIIaZieTIel] OTMPaBIIET MOHETY CIEAYIOIIEMY, MOAMUCHIBAS X3 MPEAbIAYINEH TPaH3aKIUH H
myOnuuHBI K04 OyayImero Biajenblla W TNPHCOCOWHAS 3Ty HH(OPMALMIO K MOHETE.
[Monmy4arens MOXET NMPOBEPUTH KaKAYIO MOANUCH, YTOOBI IIONTBEPAMTH KOPPEKTHOCTH BCEH
LIETOYKH BIIAJIEIIBIEB.
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[TpoGnema, pasymeeTcs, B TOM, YTO MOJY4aTeslb HE MOXKET ONPEACIHUTh, CKOJIBKO pa3 ObIBILIUI
BIaJIeNiell TOTpaTuil 3Ty MOHETY. TpaJullMOHHOE pEIICHHE 3aKJIIYaeTcss B TMPOBEpKe
HEHTPATIbHBIM TOBEPEHHBIM JIUIIOM («MOHETHBIM JBOPOM» WM SMHUTEHTOM) KaXKJOW TPaH3aKIIHUH.
ITocme mro0oro miuarexa MOHETa BO3BpAIACTCA K SMHTCHTY, KOTOPBIM BBIMYCKAacT HOBYIO €€
BEPCHIO; W TOJIGKO HANPSAMYIO IIONyYEHHBIM TaKUM O0Opa3oM MOHETaM MOXHO JJOBEpPATE.
Henocrarok 3Toro moaxoaa B TOM, YTO OT KOMIIAHMH-OMHUTEHTA 3aBUCHT Cy/lb0a BCEH JIEHEKHOM
CHUCTEMBI, TaK KaK OHa TOAOOHO OaHKy KOHTPOIMPYET KaXKAYH NPOXOAAIIYI0 dYepe3 Hee
TPaH3aKIHIo.

Anpecar MOIDKEH 3HaTh, YTO HUKTO W3 MPEIBIIYIINX BIAJCIBICB HE MOAMMICAT TPAH3AKITHIO,
MPEIIECTBYIONIYIO 110 BPEMEHH TOH, YTO HAXOAUTCS B I[ETIOYKE OTIIPABICHHON eMy MOHETHI. J{7st
HaIINX [eJIeH JIWIIb TIepBasi TPAaH3aKIUs M3 HECKOJNBKUX SBISICTCS MCTUHHOW, MOATOMY MBI HE
JIOJDKHBI OSCIIOKOWTHCSA O TO3JHHMX TOIBITKAaX JBOMHON TpaThl. B IeHTpanm30BaHHOW MOIENH
SMUTEHT 3HaJl 000 BCEX TPaH3aKIMAX W peliaji, B KAKOM IMOpPAIKe OHH HAYT. YTOOBI M30aBUTH
CXeMy OT MOCPEAHNKA, yYaCTHUKAM HEOOXOIUMO OTKPBITO IMyOJIMKOBAaTh TpaH3akyH [ 1], a Takke
YMETh TMPUXOIUTHh K COTIIACHIO OTHOCHTEIIFHO €IMHOTO TMOpsAKa WX cienoBaHus. [loydarerio
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HY>KHO J0Ka3aTCJbCTBO TOTO, 4YTO MJIA Ka)K}IOﬁ TpaH3aKIUMU U3 TEIOYKH OOJILIIMHCTBO
TOJIB30BATEIICH COITIACHBI CUMTATh €€ HepBOﬁ.

3. Cepsep MeTOK BpeMeHHU

Haunem ommcanme Hamero pemieHds ¢ cepBepa METOK BpeMmeHH. Ero paboTa 3akirodaeTcs B
XJUIUPOBAHUU OJIOKA JAaHHBIX, HA KOTOPBIM HY)KHO TOCTaBUTh METKY, U OTKPBHITOM MyOIMKaLUu
9TOTO XdII1a, Kak B razere mwin Usenet-moctax [2-5]. MeTka BpeMeHH MOKa3bIBACT, YTO B TAHHBIN
MOMEHT KOHKPETHBIE IaHHBIE CYIIECTBOBAIM M IOTOMY IONanu B Xdml Omoka. Kakmerid xam
BKJIFOYACT B CeOs TPEOBIAYNIYI0 METKY: TaK BBICTPAaWBaeTCS IEMb, INE OUYCPEAHOE 3BCHO
YKPEIUISeT BCE MPEIBIIYIIHE.

Xaw Xaw

Bnok Bnok

‘ SnemeHT‘ ‘ SnemeHT‘ ‘ ‘ ‘ C-)nemeHT‘ ‘ 3nemeHT‘ ‘ ‘

4. Jloka3aTeJbCTBO padoThI

UroObl peann3oBarh paclpeieICHHbIH OJHOPAHTOBBIM CEPBEP METOK BPEMEHHM, MBI HCIIOIb3YeM
CXeMy «JI0Ka3aTenbcTBa paboThl», momobOHyro cucteme Hashcash Angama beka [6]. CyTb
3aKJII0YaeTcsl B MOMCKE TaKOTO 3Ha4eHHs, deil xom (Hanpumep, SHA-256) naumnancs Obl C
HEKOTOPOTO YHCJa HyNEBBIX OWTOB. TpebyeTcss BBIMONHUTH 00bEM PaOOTHI, SKCTIOHEHIIHAIBEHO
3aBHUCSIIMI OT YMCia HyeH, HO Ui MPOBEPKU HAMJICHHOTO 3HAUYEHMS JIOCTATOYHO BBIYUCIIHTH
JIMIIb OIMH X3III.

B nHamem cepBepe METOK BpPEMEHHU ITOHMCK 3HAYEHHsI C HY)XHBIM X3IIEM IPOUCXOIHUT ITyTEM
riepebopa 3HAYCHUSI UTEPUPYEeMOro mois-nobaBku (nonce) B O10ke MaHHBIX. Kak Tonbpko OJOK,
VAOBJIETBOPSAIOUINN YCIIOBUIO, HAWIEH, €T0 COAECPKUMOE HEIb3sl N3MEHUTh, HE BHIITOJHHUB 3aHOBO
Bcell paboTel. 1 ecnm oH He ABISIETCS MOCIEAHMM B LEMOYKE, 3Ta padoTa BKIIIOYACT B CEOS U
NIepEBBIYHCIIEHUE BCEX OJIOKOB, CIIEAYIOIINX 32 HUM.

Brok 1 Briok 2
7*‘ Xaww 6noka 0 ‘ ‘ Ho6aska ‘ >} Xaw 6noka 1 ‘ ‘ No6aBka ‘
‘ TpaHs. ‘ ‘ TpaHs. ‘ ‘ ‘ ‘ TpaHs. ‘ ‘ TpaHs. ‘ ‘ ‘

JlokazarenbcTBO paboThl Uepe3 XAIIMPOBaHHE TaKXKe PEelIacT BONPOC 00 ONpeesieHHH BEpPCuH,
MoJyIepKUBaeMoi OONBIMMHCTBOM. Ecimu rojocom cumraercs oauH [P-aapec, To Takyro cxemy
MOKHO CKOMITPOMEHTHPOBATh, €CIIM KOHTPOJIMPOBAThH OOJIBIION Jnama3oH aapecoB. Hamra cxema
OCHOBaHa Ha MPHUHIIMIIC «OJUH MPOIECCOP — OAMH rojocy. CaMas UTMHHAS W3 X3II-IIEMOYCK
BhIpOKAeT MHEHUE OOJBIIMHCTBA, KOTOPOE BIOXKWIO B Hee HaMOOJbIIEee KOJIUYECTBO PECYpPCOB.
Eciu Oosiee MOIOBHHBI BBIYHCIMTEIBHON MOINM MPUHAMICKUAT YSCTHBIM y3jaM, TO IIEIOYKa
YECTHBIX TPaH3aKIMi OyAeT pacTu ObICTpee U ONEpeauT JH0YI0 KOHKYPUPYIOUIYIO Lielb. YToObI
BHECTH U3MCHCHUS B H}O60ﬁ U3 MPOULIBIX 6J'IOKOB, aTaKy}omeMy NpUACTCA BBIIIOJIHUTL 3aHOBO
paboty Haj 3TUM OJOKOM M BCEMH MOCJCAYIOIIMMH, & 3aT€M JIOTHATh M IMEPErHaTh YeCTHBIX
YYaCTHUKOB 110 HOBBIM OliokaM. Himke MBI TOKakeM, 4TO BEpOATHOCTh TaKOro ycrexa y
3JI0YMBIIUICHHUKA, OO0MaJaroIero MEHBIIUMH pPeCypcaMu, OKCIIOHEHIIMATbHO YObIBA€T B
3aBHCUMOCTH OT YHMClia OJIOKOB.

JIJ1s KOMITEHCAITNH BO3PACTAOIICH BEIYUCIUTEIIEHON MOIIH MIPOIIECCOPOB M KOJICOAHUS YUCIIa



pa6OTaIOH_U/IX y3JI0B B CC€THU, CJIOXHOCTHL XJ3MIUPOBAHUA HOOJDKHA H3MCHATHCA, YTOOBI
obecreuynBaTh PAaBHOMCPHYIO CKOPOCTH T'CHECpalun O1okoB. Ecau OHH MHOSIBISIIOTCS CIIMIIKOM
YacCToO — CJIO)KHOCTb BO3pacTacT, U HaOGOpOT.

5. Cetb

Cucrema paboTaeT Mo CIACAYIOIMM IIPaBUJIAM:

1) HoBble TpaH3aKIMK pacChUIAIOTCS BCEM y3JIaM.

2) Kaxnslit y3en o0beAMHACT NPUIICANINE TPAH3aKINU B OJIOK.

3) Kaxnplii y3em npITaercs mogoopars Xa11 0J10Ka, YIOBIESTBOPSIIONIINHA TEKYIIEH CI0KHOCTH.

4) Kax TONbKO TaKoW XdII HalACH, 3TOT OJIOK OTTIPABIIICTCS B CETh.

5) VY3nbl npuHUMAIOT OJIOK, TOJBKO €CIIM BCE TPAH3aKLUH B HEM KOPPEKTHBI M HE WCIIONIB3YIOT
yKe MOTpadeHHbIE CPEICTBRA.

6) CBoe comracve ¢ HOBBIMH JIAHHBIMH Y3J1bI BBIP@XKAIOT, HauMHash pabOTy HaJ CIEIYIONINM
0JI0KOM M MCIIONB3YsI X3II IPEIBIIYIIETO B KAUECTBE HOBBIX HCXOIHBIX JJAHHBIX.

Y4acTHHKN BCeTJa CYNTAIOT MCTHHHON CaMylo JUIMHHYIO BEPCHIO IETIOYKH M PabOTaroT Hal
ee yanuHeHueM. Ecnu 1Ba y3ma oHOBpEMEHHO OIyOIHKYIOT pa3Hble BEPCUU OUEPETHOTO Ol0Ka,
TO KTO-TO W3 OCTaJbHBIX IHPOB IOJIyYUT PAaHBIIE OFHY BEPCHIO, a KTO-TO — Jpyryio. B Takom
cilyyae KaXK/Iblii HauHeT padoTarh HaJ CBOEH BepCHel LIENOYKH, COXPAHUB APYTYIO Ha CIydau,
€CJIY OHA OKaXeTCs IIPOAOKEHA paHblile. JIBOMCTBEHHOCTh UCUE3HET, KaK TOJIbKO OyAeT HOIydYeH
HOBBIH OJIOK, KOTOPBIM MpPOJODKUT JIOOYI0 M3 BETBEW, M Te Y3Ibl, 4TO paboTanu Han
KOHKYpHUpYIOLIeH Bepcuel, mepekioyarcs Ha Hee.

Hogrle TpaH3akuuy He 0053aTeNIbHO JOKHBI JOCTUraTh BeeX y3oB. Eciu o Hux Oyner 3HaTh
JOCTaTOYHO MHOTO Y3JIOB, BCKOPE OHHU NONAaayT B oxuH U3 OnokoB. [IpaBuia pacchliku GJI0KOB
TOXE HE SBJIAIOTCS CTPOTMMH B OTHOLICHWHM MOTEPAHHBIX cooOmennil. Kak Tombko y3en,
MPOITYCTUBIINI O/IMH U3 OJIOKOB, IOIYUUT YKE CICIYIOUIMH 32 HUM, OH 3alIPOCUT HEIOCTAIOIIYIO
“HGOPMAIHIO, YTOOBI 3aIIOTHUTH OUYEBHIHBIH MTPOITYCK.

6. CrumyJbl

[lo ymomnuaHuio, mepBas TpaH3aKUUs B OJOKe SBISETCS CHCHUATBHOW, CO3MAIOIICH HOBYHO
MOHETY, KOTOpasi MPUHAMICKHUT co3areiio O01oka. Takas cxema MoOoLIPsIeT YeCTHBIX YUaCTHHKOB
CeTH, CTHMYIHUPYS MX MOAJCPKHBaTh pabOTy CETH, a TaKkKe pellaeT BOMPOC O HAaYaIbHOM
pacrpeeneHul JCHS)KHOM Macchl B OTCYTCTBHE IICHTPAIRHOIO SMHUTEHTA. PaBHOMEpHOE
YBEJIMYCHHE YHCIIA MOHET B OOpAIICHUM MOXXHO CPaBHUTH C JOOBIUCH 3070Ta, B KOTOPYIO
30JI0TOMCKATeIN TOXE BKJIAIBIBAIOT CBOM PECYpChl. B poim mocnemHux B HalleM ciydae
BBICTYIIAIOT IIPOLIECCOPHOE BPEMSI M IICKTPHICCTRO.

HdpyruMm crocoboM CTUMYIMPOBAHUS MOXKET OBITH KOMHCCHS 33 TpaH3akuuu. Ecimu BXomHas
CyMMa IUIaTeXa OONbIIe BBIXOJHOW, TO pa3HHIA SBISAETCS KOMHCCHEH 3a MEepeBoJ U
npubaBisieTcs K 0a30BOMy 3HAYCHHIO HATPaJbl 33 HAWACHHBIA OMOK B mepBOi Tpan3akuuu. Kak
TOJNIEKO CyMMAapHBIA 00bEM JICHEKHONW MAcCChl JOCTUTHET 3apaHee YCTAaHOBICHHOTO MaKCHMyMa,
©IMHCTBEHHBIM HCTOYHHUKOM MOOIIPEHHUs pabOThl HaJ OIOKAMH OCTAHYTCSl KOMHCCHH, TIPU 3TOM
M30aBJICHHBIE OT WHQIISLNH.

Takast ¢opMa CTHMYIHPOBAaHHS MOXET TakKe CIIOCOOCTBOBATh YMEHBIICHHIO CIIy4acB
MOILICHHUYECTBA.  EcCiaM  JkamHbli  3JIOYMBIIUICHHHK — CIOCOOCH  BBIACIUTH  OOJBILE
BBIYHCIIUTENBHBIX MOITHOCTEH, YeM BCE YECTHBIC YYaCTHHKH, OH MOXET OOMaHBIBaTh IPOJIABLIOB,
AHHYJMpYS CBOM TPAH3aKUWHM W BO3BpAllas CPEICTBA, WM )K€ HAINPAaBUTh CBOM PECYPCHI HA
TeHEepaluio HOBBIX OJIOKOB M MOHET. bojee BBITOIHBIM ISl HETO SIBJISICTCS BAPHAHT «HIPHI 110
[paBWiIaM», KOTOPBIA O0OECIeYrBaeT MOJydYCHHE Oojee IOJOBHHBI BCEX HOBBIX MACHEI, 4YeM
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BapuaHT «caboTraka CHCTEMEI» U noaacpiKaHusd CBOCTO KalluTaJia Ha IMMOCTOIHHOM YPOBHC.

7. JKOHOMHS JUCKOBOIO NPOCTPAHCTBA

Kak Toibpko mocnenHssi TpaH3aKIHs B MOHETE-IIENOYKEe OKKETCsS BHYTPH JOCTaTOYHO CTaporo
0710Ka, BCE MPEIISCTBYOIINE el TPAaH3aKI[MK B [IEMOYKE MOTYT OBbITh YIAICHBI B LEISIX OYUCTKH
JIICKOBOTO MpOCTpaHCcTBa. YTOOBI X3 ONOKAa OCTAJCs HEM3MEHHBIM, BCE TPaH3aKIMH B OJOKe
XpaHATCS B BuAe xdm-nepeBa Mepkia [7][2][5] u nuimmb ero KOpeHb BKIFOYACTCS B X3II OJIOKA.
Pasmep crappix OJOKOB MOXKET ObITh YMEHBIICH 3a CUET yAaJeHUs HEHY)KHBIX BETBEH 3TOro
JiepeBa, XpaHUTh TIPOMEKYTOUHBIE XAIITH HEOOS3aTeIIEHO.

Brnok 1 Bnok 1
3aronosok (xaLw) 6rnoka 3aronosok (xaLu) 6roka

‘ Xaw 6noka O‘ ‘ ﬂoﬁaska‘ ‘ Xaww 6n0|<a0‘ ‘ £l06aBKa‘

Xaw 01 Xaw 23 Xaw 01

‘XSLIJO‘ ‘Xeuﬂ ‘ ‘X3m2 ‘ ‘XSLLI3‘

[ o] [1p1] [m2] [ T3]

Bce TpaHsakumu B gepese Mepkna Mocne o6peskun Tp.0-2 13 brnoka 1

3aros0BOK IycToro Ooka OyaeT cocTaBisTh okojo 80 Gaift. M3 pacyera cCKOpOCTH reHEpauy
670Ka pa3 B JiecATh MUHYT nojy4aeMm 80*6%24*365=4.2 M6 B roa. [Jis cpeaHEeCTaTHCTUYECKOTO
Ha 2008 rong kommblotepa ¢ 2 I'G omepaTtwmBHOW mamsATH C yderoM 3akoHa Mypa,
mpecKaspiBaromero poct Ha 1.2 I'6 B rox, XpaHeHrne TaHHBIX He OyaeT mpobieMoil, qaxke eciu
BCE 3aroJIOBKH OJIOKOB Oy/IyT HAXOIUTHCS B TAMSITH.

8. YnpomenHas npoBepka miare:keu

Bepudukaums TpaHsakuuii Bo3MokHa ~0Oe3  3amycka  HOJNHO(YHKIMOHAIBHOTO  y3Ia.
[Tonp3oBarento HEOOXOMUMO JHMIIb XPAaHUTh 3arojIOBKM OJIOKOB CaMOW [UIMHHOM IIEMOYKH,
KOTOPYIO OH MOJYYHMJ OT JPYTrUX Y3JIOB, M 3alpalliBaTh XdII-TOIEPEBO Ui HEOOXOIUMOIt
Tpanzakuuu. OH HE MOXKET MPOBEPUTH KOPPEKTHOCTh TPAH3AKIMH CAMOCTOSTENHHO, HO TIOIy4HB
CCBUIKY Ha OJIOK, B KOTOPOM OHa HaXOAUTCSA, OH MOXKET YOSIUThCS B TOM, YTO 3TOT OJIOK M BCE
MTOCIIETYOIIHE IPUHSTHI U TIOATBEPKIACHBI CETHIO.



Camas anuHHas Lenodka gokasaTenbcTs paboTbl

3aronosok broka 1 3aronosok bnoka 2 3aronosok brnoka 3
7# Xaw 5n0|<a0‘ ‘ ﬂoGaBKa‘ =} Xaw bnoka 1‘ ‘ ,El,oGaBKa‘ >{ Xaw EJ’]OKaZ‘ ‘ ﬂoGaBKa‘ I

KopHeBoi xaLu KopHeBoWt xaLw KopHeBo# xaL

Xaw 01 Xaw 23

BeTBb AepeBa anst TpaH3akuum 3

‘XSLLI2 ‘ ‘X3m3 ‘

Ha Taxo¥ MeTon MpoBEpKH MOXKHO IOJIAraThCsi, IOKAa CETh XOTS Obl HAIOJIOBHHY HAXOAWTCS
MO/ KOHTPOJIEM YECTHHIX YYaCTHHKOB, TO €CTh IOKA 3JI0YMBIIUICHHUK HE 3aBJaJieeT OOJIBIINMHU
pecypcamu. OOBIUHBIC Y37IBI MOTYT TIPOBEPATH TPAH3AKIMH CAMOCTOSTEIBHO, HO €CIH
HaaNaIoNMi TEHEPUPYET CaMylo IUIMHHYIO LEMb OJIOKOB, TO CBOMMH C(haOpHUKOBaHHBIMU
TpPaH3aKIUSIMH OH MOXKET CKOMIIPOMEHTHPOBATh YIPOLICHHYIO cxeMy. OmHOW W3 cTpareruii
HpOTHBO}leﬁCTBHﬂ 9TOMY MOXKET 6bITb paccChljiKka CUI'HaJIOB TPEBOI'K OT O6I)ILIHI)IX IMAPOB, KOTOPLIC
MOJTYYalOT <JIOKHBIN» Onok. Takod curHam OyneT 3acTaBisiTh NPOrPaMMY-KIHEHT 3arpyxkarhb
0JIOK TIOJIHOCTBIO, YTOOBI CAMOCTOSITEIEHO MOATBEPXKIaTh HEKOPPEKTHOCTh AaHHBIX. KoMmaHuwy,
4acTo NPUHUMAIOIIUE TIATEXKH, BO3MOXHO, OyIyT MOAKIIIOUATHCS K CETH B OOBIYHOM PEXUME IS
OouiblIel HE3aBUCUMOCTH, OE30MIACHOCTH U OBICTPOTHI TIPOBEPKH.

9. CoeauHeHue U pa3iesieHHe CyMM

HecmoTpst Ha TO, 9YTO MOXXHO ONEPHPOBATH OTAEIHHBIMH MOHETAMH, CO3aBaTh CHEIUAIBHYIO
TPaH3aKLHUIO JUIsl KaXKI0TO [IeHTa ObIJI0 OBl CIMIIKOM HEymoOHO. ISt MOANIEp KKK Pa3aesIMbIX U
00beMHSIEMbIX CYMM TpPaH3aKIUH COJCp)KAaT HECKOJIBKO BXOJOB M BBIXOAOB. OOBIYHAS
TpaH3akuus OyJeT BBINIACTh TaK: JUOO OAWH BXOX OT IMPEIBLIYIIET0 KPYIHOTO IUIaTexa, 00
HECKOJIBKO BXOJIOB, aKKyMYJIMPYIOIIMX HeOOJbIINE CyMMBI, M HE Ooyiee JBYX BBIXOIOB: OIWH
ABJIAETCA COOCTBEHHO IUIATEXOM, a APYIoil, ecau HeoOXOAMMO, BO3BpAINAeT «caady» OOpaTHO
OTIIPABUTEIIO.

TpaH3akumsa
—»{ Bxog 1 ‘ ‘ Bbixog 1 FH
7% on,qz‘ ‘ }74»
= . ]

Heo0xoquMo 0TMETHTD, YTO YBEIMUYEHHE CBSI3€H, KOT/la TpaH3aKIHs 3aBUCUT OT HECKOJIbKHUX,
a Te B CBOIO OYepe/b 3aBHUCAT OT elle OOJIBLIEro YKcia, He ABIAETCS MPoOIeMOoil, MOCKOIBKY HET
HEOOXOJMMOCTH TI0JTy4aTh IOJTHYIO ¥ HE3aBUCHMYIO KOITHIO UCTOPUH TPAH3aKILUH.

10. KondpuaeHnuajibHOCTH

TpaaguuuonHas OGaHKOBCKast MOJEIb MOJAEPKUBAET HEOOXOMMBIN YpOBEHB
KOH(MACHIIMATBHOCTH, MPEIOCTABIAA AOCTYN K MH(GOPMAIMH JHIIb CTOPOHAM-YIACTHHLAM H
JIOBEPEHHOMY TpeTbeMy JnIy. HeoOXomuMoCTh OTKPBITON ITyONMKalMy TpaH3aKIMKA HCKITIOYaeT
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TaKOH IOAXOJ, OTHAKO MPUBATHOCTH IMO-NIPEKHEMY MOXKHO COXPaHHTh, €CIH MyOINYHbIE KITIOUN
OymyT aHOHUMHBIMH. OTKpBITON Oyger mHpOpMAmus O TOM, YTO KTO-TO OTIPABMI KOMY-TO
HEKOTOPYIO CYMMy, HO 0€3 MpUBSA3KM K KOHKPETHBIM JHYHOCTSIM. CTONBKO JK€ JaHHBIX
packpeiBaeTcs M Ha (POHIOBBIX OMpXKax, KOTOpbIe MyOIHNKYIOT BpeMsl 1 00beM YacTHBIX CIIEJIOK,
HE yKa3bIBasl, MEKIy KeM HMEHHO OHHM OBUIN COBEPIICHBI.

TpaguumoHHas Mofernb KOHPUAEHUMATNBHOCTH

‘ JInuHocTn H TpaH3akumu }—V ngc%ﬁﬁw b KoHTpareHT Ob6LwecTBO

Hosas mogenb koHbMaeHUManbHOCTn

‘ TpaH3akumm }—V O6LwecTBo

JIonONMHNTENBHOM 3aIMTON Oy/leT SBIATHCS TeHepalus HOBOW Iaphbl «OTKPBITHIN/3aKPBITHINA
KIIIOY» JUI KQKIOW TpaH3aKIHUH: 3TO INPEHOTBPATHT CBI3BIBAHUE DPA3NIMYHBIX ILIATEXKEH C HX
o0IKM OTHpaBUTENEM WM aapecatoM. HekoToporo myONMYHOTO CBSI3BIBAHHSI BCE K€ HE
n30eKaTh: TPAH3aKIMK C HECKOJHKUMH BXOJAMH JOKa3bIBAIOT, YTO 3TH CYMMBI ITPHHAJIEKAT
OfHOMY JuIy. PHUCK COCTOMT B TOM, YTO PpacKpbITHE JMYHOCTH BJajenblia KIOYa MOXET
MIPUBECTH K PACKPBITHIO U BCEX MPHUHAIIIEKAIUX EMY TPAH3AKIIUH.

‘ JInyHocTn ‘

11. Omuenka

PaccMoTpum crieHapuii, B KOTOPOM 3JIOYMBIIUICHHUK IMBITACTCS TCHEPHPOBATH OoJiee JITMHHYIO
1ernb OJIOKOB, YeM YECTHbBIC YYacTHHKH. [layke eclii OH MpeycCIieeT, 3TO He MPUBENET K TOMY, YTO
MOXXHO OyIeT co3maBaTh JICHBIU W3 BO3IyXa, NPHUCBAaWBaTh ceOE Uy)KWEe MOHETHI MM BHOCHUTH
VHBIC TPOU3BOJIbHBIC U3MEHCHHS. Y3IIbl HUKOTAA HE MPUMYT HEKOPPEKTHYIO TPaH3aKIUIO WA
ONoK, ee coaepKamuil. ATaKyIOUIMA MOXET IUIIb MHITaThCS W3MCHHTH OJHY H3 CBOHX
TpaH3aKIuii, 9TOOBI BO3BPATHTD ceOe ICHBTH.

ToHKy MEXIy 4YEeCTHBIMH YYaCTHHUKAMH W HANaJaloONIMM MOXHO TMPEJICTaBUTh Kak
OMHOMUANTFHOE CITy4aiHOe OMyKIanne. YCIENIHOE COOBITHE, KOTIa «XOPOIIasy enb YITHHICTCS
Ha OJMH OJIOK, TIPUBOJUT K YBEIUUYCHUIO OTPHIBA HA CAMHUILY, @ HEYCICIIHOE, KOTJa OUepeIHOMN
OJIOK CO3aeT 3JIOYMBIIIICHHNK, — K €T0 COKpAaIICHHI0. BeposTHOCTh aTaKyoIEro HaBepCTaTh
Pa3HUILY B HECKOJIBKO OJIOKOB Takas Jke, KaK M B 33J1a4e O «Pa30peHUH Urpokay. [IpeacraBum, 4To
WTPOK WIMEET HEOTPaHWUYCHHBIH KPEIUT, HAYMHAET C HEKOTOPHIM JE(QUIMTOM H y HEr0 ecTh
0CCKOHCYHO MHOTO TIOIBITOK, YTOOBI OTBITPATHCSL.

BeposTHOCTB TOTO, UTO OH MPEYCIEET, KaK U BEPOSTHOCTh 3JI0YMBIUICHHUKA JIOTHATH YECTHIX
YYaCTHHKOB, BBIYHCIISACTCS CIEAYIOIUM 00pazoMm [8]:

P = BEpOSTHOCTH MOSBICHUS 0J0Ka B YECTHOH LIETIOUKE

¢ = BEpPOSITHOCTb TOTO, YTO OJIOK CO3JACT aTaKyIOIIUH
@- = BEPOSITHOCTb TOT'0, YTO aTaKyIOUIMHA HABEPCTAET PA3HUILY B Z OIOKOB

g.—1 1 ¥r=q
(¢/p) if p>q

B cimywyae p > q BEpOSTHOCTb YMEHBINACTCS SKCIOHEHIHAIBHO C POCTOM 4YHCIa OJIOKOB, Ha
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KOTOPOE OTCTAET 3JI0yMBIIIICHHUK. [T0CKOJIBKY BCE CTABKH MPOTHUB HETro, 0€3 yIayHOTO PhIBKA B
HayaJie ero MAHChI Ha YCIeX CTAHOBSATCS] HUYTOXKHO MAJIBL.

PaccMoTpuM Temepb, Kak JOJITO MOJy4yarellio IaTexa CTOUT JKAaTh, MPEXIE YeM OH OyaeT
MOJHOCTHIO YBEpEH, YTO OBIBIIWI BIaAeNel] HE CMOXET OTMEHHTh TpPaH3aKIui. Mbl
npearnonaraeM, 4Yro 3JIOYyMBIIUICHHUK-OTIIPABUTENb IMO3BOMSIET ajpecary HEKOTOpoe Bpems
BEPUTh, YTO IUIATEXK OBLI MPOBEJEH, MOC/e Yero Bo3Bpamaer jeHbru cebe. [omyuarens y3HaeT
00 3TOM, HO MOIIEHHHK HAJICETCS, YTO OYJIET y’KE CIUIIKOM MO3/IHO.

Anpecar co3iaeT HOBYIO Mapy KIIOYed M cooOIIaeT CBOW IyOJMYHBIA KIIIOY OTIIPABHUTEIIO
npsMO TIepe]] MOANMKUCAHUEM TPAaH3aKIMU. JTO HE IO03BOJMT OTIPABUTEINO 3apaHee HauyaTh
paboTaTh Haj LEMOYKOM W MPOBECTH TPAH3AKIMIO B TOT MOMEHT, KOIJa OH OyaeT J0CTaTOYHO
yAa4IMB, YTOOBI COBEPINUTH PHIBOK Brepea. Ilocie OTmpaBKH Iiarexa MOUICHHHMK HAYMHAET
BTaiiHe paboTarh HaJ MapauIeNbHON BepCHel IICMOYKH, COAEpIXKaIlleii aJbTepHATHBHYIO
TPaH3aKIHIO.

[Monyuarenp kOeT, MoKa TpaH3akius He OyneT noOaBieHa B ONOK M IOKa TOT He OyneT
MPOJOJDKEH elle z Onokamu. EMy HEU3BECTEH MPOrpecc 3JI0YMBIIUICHHUKA, HO €CIIH CPEIHSIS
CKOPOCTh T'€HEpallii YeCTHBIX OJIOKOB — M3BECTHAs BEJIMYMHA, TO YUCIO OJIOKOB HAIMaJarolIero
MOIUMHSIETCs pactpesiencHuio [lyaccoHa ¢ MaTeMaTHYSCKUM OXKHIAaHUEM:

q

A=z—

p
YroObl MONYYUTH BEPOATHOCTH TOIO, YTO ATAKYHOLIMM OOTOHUT YECTHBIX YYaCTHUKOB, MBI
YMHOXaeM 3HaueHWe CIIy4aiHON BEJIMYHMHBI (YHMCIIO CO3JAHHBIX MM OJIOKOB) Ha BEPOATHOCTH

TOTI'0, YTO OH CMOXKET HaBEPCTATh OCTAaBIIYIOCSA PAa3HHUILY:

N f(grp) T ifk=<z
= k! 1 ifk>z

[eperpynmnupoBas ciaraeMbie U U30aBsICh OT OECKOHEUHOTO Psijia, MOIyvaeM:
S A e (== k)
1=y =2—(14q/p)"")
i— k!

KOZ[ IporpaMmbl Ha A3BIKC Cu BBITTIAOUT TakK:.

#include <math.h>
double AttackerSuccessProbability(double g, int z)
{

double p = 1.0 - g;

double lambda = z * (g / p);

double sum = 1.0;

int i, k;

for (k = 0; k <= z; k++)

{

double poisson = exp (-lambda) ;

for (i = 1; 1 <= k; i++)
poisson *= lambda / i;
sum -= poisson * (1 - pow(qg / p, z - k));

}

return sum;



3aHYCTI/IB nporpaMmy, Mbl BUAUM, YTO BEPOATHOCTH DKCIIOHCHIHUAJIBHO IMaAacT C pOCTOM Z:

—

.0000000
.2045873
.0509779
.0131722
.0034552
.0009137
.0002428
.0000647
.0000173
.0000046
.0000012

Il
H OO JoudwNE OO

(e}

N N N NNNNNNN N,Q
Il

"U"U"U*UPU"”U"U"U"U"U"U

[eNeNeNeNeNeNeNeNe Ne i

w

.0000000
.1773523
.0416605
.0101008
.0024804
.0006132
.0001522
.0000379
.0000095
z=45 .0000024
z=50 .0000006

Pemas otHOCHuTensHO P < 0.1%, momy4aem:

(e}

N N N N,Q
Il

Il
== 0 oo

]

z=20
z=25
z=30
z=35
z=40

Il
[eNeNoNeNeoNoNeNoNallt

' g ‘U ‘U U 'O O 'O O O

g
I
o

P < 0.001
ag=0.10 z=5
g=0.15 z=8
g=0.20 z=11
g=0.25 z=15
g=0.30 z=24
g=0.35 z=41
ag=0.40 z=89
g=0.45 z=340

12. 3akauyeHue

B nanHolt paboTe HaMu OBbIIa TPEIOKEHA CHCTeMa JICKTPOHHBIX TPaH3aKIWH, He OCHOBaHHAS
Ha poBepuu. IlocTpoeHne cxeMbl HaUYaI0Ch C TPAJUIMOHHOTO MPEACTABICHIS MOHET Ha OCHOBE
IU(POBBIX MOAINHUCEH, 00ECIIEUMBAIONIETO KOHTPOJIb BJIAJCHUS, HO JOITYyCKAIOIIEro JBOWHHYIO
Tpary. OTy mpobieMy Mbl PENIMIN MOCPEICTBOM NUPHHIOBOM CETH M CXEMBI «I0Ka3aTelIbCTBA
paboTel» uIs 3amucH MyONMYHOHW HCTOpMM TpaH3akuuil. IlombiTka 370YMBINIJICHHUKA, HE
oOnasaromero OoJsbIIel YacThIO PECYpPCOB CETH, M3MEHHUTH CTaphle 3aIMCH, BBHIYHCIUTEIHHO
CTaHOBHTCSl TPAaKTHYECKH HeocymecTBUMOW. CHIIBHON CTOPOHOW CEeTH SIBIISETCS IIPOCTOTa ee
CTPYKTYpHI. Bce y3mbl paboTaroT caMoCTOSTENbHO, MHOTAa OOMeHHUBasch mHpopmanmeil. Her
HEOOXOMMOCTH B WHJICHTU(UKALNU, TIOCKOJbKY COOOLIEHUS HE HWAYT IO KaKOMY-TO
OTIPEICTICHHOMY MapIpyTy, @ OCHOBE NMPHHIHUIA «HAMMEHBIINX 3aTpary. Y3Jbl MOTYT ITOKHIATh
CETh ¥ BHOBb IOJAKJIIOUATHCS, IPUHUMAs CaMYIO JUIMHHYIO LIETMOUKYy OJIOKOB KakK MOJTBEPKACHUE
MPOITYIIEHHOW NCTOPUH TpaH3akuuii. OHU BBIPaXKAIOT CBOE COIVIACHE MIPUHSTH KOPPEKTHBIN OJIOK
B LETMOYKY, HCIIONb3Yysl CBOU BBIYMCIMTENIBHBIE MOIIMHOCTH AJSl YUIMHEHUS 3TOM LemH, WiIx
Hecornacue (eciu OJIOK COAEPKUT HEBEpHbIE NaHHbBIE), HE IPOAODKas 3Ty Lienouky. JIroOble
HEoOXOOMMBIE TIPaBUIAa MPOTOKOJIA MOTYT OBITh peaju30BaHbl dYepe3 MaHHBIH MEXaHH3M
TOJIOCOBAHUSI.
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